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Introduction

Since February 24, 2022, Russia has launched its largest-ever war in Ukraine, using
almost all of Russia’s modern and old military weapons at its disposal, except for nuclear
weapons. With this war, Russia violates all international legal norms and principles. Also
the laws of war, and committing war crimes. Russia’s military aggression has killed many
starving people and soldiers from the Ukrainian side, Russia uses weapons prohibited by
the laws of war. Although Russia has relatively more military resources, Ukraine and the
Ukrainian people will win in this unjust war, because the truth is on their side. War is not
won by technology, war is won by the fighting spirit of the country and its nation.

The Russia-Ukraine war will fundamentally change the post-Cold War world order and
have a significant impact on the international security environment. New military tactics,
technologies and military approaches are being used in this war. Drones also play an import-
ant role in combat operations, and a great role is given to the cyber security factor, because
without it, modern warfare is no longer possible. In the mentioned journal, the authors have
quite interestingly discussed various factors that influence the conduct of the war, as well as
the challenges and threats that Ukraine faces as a result of the war. The mentioned issue is
quite complex due to its nature and multidimensional political processes.

After the Russian-Ukrainian war, many countries reconsidered their military potential
and began to strengthen their armies, because they realized that they cannot be insured
against war and it is better to meet the enemy more mobilized than unprepared with a num-
ber of problems.

Waging war is not easy, it requires the greatest financial, military-technological and hu-
man resources. It is also important to have a stable government that can lead the nation to
victory, a clear example of which is the current government of Ukraine. It is worth noting the
stability of the Ukrainian nation, which is the most important prerequisite for victory in any
war. The editorial board of the Future Human Image journal, together with the entire staff of
the International Society of Philosophy and Cosmology, firmly condemns the open war of
Russia against Ukraine. We consider this war as a violation of current norms of international
law, international obligations of Russia, rules and customs of warfare, and encroaching on
the fundamental humanitarian values of the civilised world. The editorial board of the Fu-
ture Human Image journal will always support Ukraine and its people and fight with all its
strength for the victory of Ukraine in the war against Russia, whose actions today are aimed
at the genocide of the Ukrainian people.

As a result, in the current issue, readers will be able to get acquainted with the results
of research on the reception of The impact of the Russia-Ukraine war on the EU economy,
the impact of cyberwar on national security, NATO’s nuclear deterrence policy in the light
of the ongoing Russia-Ukraine war, the impact of hacking groups on cyber security, threats
from cyberspace in the Russia-Ukraine war and culture as a prisoner of propaganda, the
security of the Ukrainian energy sector and sustainable development in Russia -Ukraine in
war conditions, Science Education for Responsible Citizenship: Analysis and Prospects of
Legal Implementation of Recommendations to the Ukrainian Educational System as an As-
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Introduction

pect of Socio-Cultural Dialogue, also Mechanisms of Combating Corruption in the System
of Business-Government-Civil Society Relations.

The Editorial Board expresses its gratitude to all authors, reviewers, and editors for pre-
paring this issue in the difficult conditions of war and hopes it will be interesting and useful
for our journal readers.
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The European Union has reacted to the war on its eastern border with remarkable unity, resolve, and
speed. However, the invasion of Ukraine is a watershed moment. Regardless of how long the war lasts,
its legacy will be long-lasting. It will shape Europe’s policy choices in the coming years and decades.
This article attempts to provide a preliminary assessment of the economic policy implications of the in-
vasion and actions made since February 24, when Russian forces entered Ukraine. The major immediate
concerns to the European economy include supply shocks caused by rising oil and gas prices, Europe’s
reliance on Russian energy, and the impact of geopolitical uncertainties on consumer confidence and
investor mood. Europe must also welcome millions of war refugees and give them with emergency aid.
Longer term, they confront a total rethinking of the EU policy structure, affecting budgetary priorities,
macroeconomic policy principles, market regulation, and the allocation of responsibility between the EU
and its member states. Many more pathways are ignored for the purposes of this article, ranging from the
confidence shock to the rippling effects on agricultural supplies and commodity markets.

Keywords: European Union, Russia, Ukraine, economy, war, sanctions.
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Introduction

The relationship between Russia and Ukraine has been plagued by problems since the
fall of the Soviet Union. The Ukrainian conflict is a multidimensional disaster that is likely
to worsen in the near future. The conflict between Russia and Ukraine has various reasons,
including the dissolution of the Soviet Union (Masters, 2023). On the eve of the Ukraine in-
vasion, the EU was already dealing with a dramatic deterioration in its trade conditions and
growing inflation, the majority of which was due to the price of imported energy. Although
the recovery from the pandemic shock is still incomplete, and inflationary expectations re-
main slightly below target, the European Central Bank was faced with a tough balancing act
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between dealing with temporary price increases and combating inflationary threats. The clash
with Russia means a more dramatic and longer-lasting shock, which will significantly exacer-
bate the current strategic quandary.

Russia’s invasion of Ukraine, which began in February 2022, has broken the post—Cold
War European security order and completely rewritten the EU-Russia relationship that had
formed over the last thirty years. For three decades, the foundations of those relations were
economic and energy interdependence. Now, as Russia poses the biggest threat to peace and
stability in Europe, all areas of relations have been securitized. Through eight comprehensive
sanctions packages adopted by the EU, the union’s member states are systematically cutting
all economic ties. Europe’s decoupling from Russian oil and gas ends fifty years of connec-
tivity and mutually beneficial energy relations. This will put Russia’s economic model under
pressure and push the country further toward China and Asia more generally (Meister, 2022).

The war triggered a massive shock to the global economy, especially to energy and food
markets, squeezing supply and pushing up prices to unprecedented levels. Compared with
other economic regions, the euro area has been particularly vulnerable to the economic con-
sequences of Russia’s invasion of Ukraine. This is mainly because the euro area depends very
strongly on energy imports, which accounted for more than half of the euro area’s energy use
in 2020. Furthermore, Russia was a key energy supplier to the euro area before the war. Russia
and Ukraine also played a large role in euro area imports of food and fertilizers before the start
of Russia’s invasion. More generally, the euro area is a highly open economy, which makes it
vulnerable to disruptions in global markets and value chains (Arce et al., 2023).

When confronted with a commodity price shock, the usual rulebook states that the central
bank should primarily address the second-round consequences in order to avert a potential
amplification of inflationary expectations. It should not begin on a useless endeavor to regu-
late the immediate impact of price increases on aggregate inflation (on which policy rate hikes
have very little, if any, bearing), and it should tolerate long-term relative price changes. In the
immediate term, the ECB is likely to wait and watch before making a decision. However, it
may soon be forced to make a politically tough choice between allowing headline inflation to
continue above target for an extended period of time and damaging the economy in the midst of
a geopolitical conflict. Its actions will be compounded further by the possibility that spreads on
government bond markets could expand (EU restrictive measures against Russia over Ukraine
(since 2014), 2023: 1). The fact that the European integration project is fundamentally an
economic project aimed at advancing the economies of the Member States, and that its institu-
tionalization and framing within an official diplomatic framework arose as a translation of the
already existing economic partnerships that began with the Coal and Steel Community to the
European Economic Communities (Willem, 1999). As a result, the economic consequences of
the Ukrainian war marked a true test of the Union’s ability to resist these consequences, which
had differing degrees of damage on its various countries. Whereas the larger economies, such
as Germany, found themselves in a precarious situation in certain sectors, such as the energy
sector, smaller economies, particularly in the developing world.

The war has caused an enormous humanitarian crisis in Ukraine. Urban centers in many
parts of the country have been badly damaged, maritime, road and rail transit have been se-
verely disrupted, and vital economic and social service infrastructure, including power gener-
ation, digital infrastructure, bridges, and ports, have been destroyed or rendered unusable. As
of the end of March, nearly 6 million Ukrainians had little or no access to safe water. About 12
million people are estimated to have been displaced as of mid-April, and a similar number of
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people—especially the elderly and infirm—urgently require humanitarian assistance (Guénette
et al., 2022).

A Re-Creation of the Cold War Economy

Russia’s principal economic engagement with the West was through oil and gas exports.
It is improbable that these exports will be restored to pre-invasion levels. Russia is still the
world’s top supplier of wheat and forestry goods, as well as a source of vital resources includ-
ing nickel, cobalt, and platinum. Whatever the outcome of the war, Western corporations will
be hesitant to return to Russia or invest there in the future. The dangers are simply too great.
The current situation virtually recreates the Cold War division of the global economy in certain
sectors; however, Russia is at a disadvantage because it no longer operates in the larger space
of the Soviet bloc (the Council for Mutual Economic Assistance - COMECON), whose former
members are now members of the EU and NATO. There is not much on the horizon that could
change this trajectory. A resolution to the Ukraine War, particularly one that leaves Russia in
possession of some Ukrainian territory, will not assuage Western fears that Putin may launch
another “special military operation” to capture the rest of Ukraine or all of Moldova. While
Russians can live without Gucci or McDonalds, denying Western technology has an impact
on high-tech manufacturing. It may also have an impact on Russia’s ability to exploit current
oil and gas fields as well as create new ones. Russia will also suffer as a result of its lack of
access to Western financial markets and institutions, including the global payment messaging
system SWIFT.

De-Globalization Pressures Continue

While the epidemic revealed the vulnerabilities of just-in-time supply chains, the economic
repercussions from Ukraine’s war has highlighted the system’s extra concerns. Globalization
is not dead, and global manufacturing and trade will continue. However, the new geopolitical
environment will have an impact on future corporate decisions. Cost reductions will be as-
sessed more rigorously in comparison to risk. In the short run, de-globalization entails higher
prices, contributing to inflationary pressures.

The crisis in Ukraine, as well as a perceived threat from China, have boosted Europe’s
willingness to expand defense spending. Defense contractors will benefit. Their share prices
have already risen as a result of this tendency. It remains to be seen whether manufacturers can
ramp up to satisfy the demand.

The most significant challenges that the European Union will face in the near future in-
clude fighting a record inflation rate, surviving the winter with a severe shortage of energy
supplies in bloc countries that rely heavily on Russian natural gas, and mitigating the effects
of rising energy and food costs. The crisis in Ukraine is producing global “stagflation,” which
is accompanied by a rapid spike in food, energy, and major raw material costs, a situation not
seen in Europe in decades (Askew, 2022). The significant impact of Ukraine’s war on the EU is
reflected in the deterioration of the European currency’s value, which was known for the third
time in recent months to fall below the parity of the euro with the dollar, and over the course
of one year, it recorded a decline of 16.4% against the dollar, reaching its lowest level since
its introduction into circulation. The current level of danger transports us back to the period of
uncertainty following the demise of the Soviet Union, perhaps even to the height of the Cold
War or to the situation in Europe in the late 1930s.

8 Future Human Image, Volume 19, 2023
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Europe falls into recession

Today, a recession threatens the European economy once more, and while political leaders
try to calm public anxiety by praising the strength of financial markets, it is no coincidence that
the euro’s historic collapse against the dollar coincides precisely with a major political crisis,
Russia’s war on Ukraine. One factor is that the crisis in Ukraine has increased financial market
uncertainty, leading to the withdrawal of many investors from European positions owing to
geographical and often political proximity to the belligerents. This was reflected in the euro’s
loss of value, and the sharp rise in US interest rates precipitated this massive move of investors
in favor of the dollar, which became increasingly profitable against a European currency that
is clearly incapable of maintaining a semblance of growth within European Union Member
States (Leparmentier, 2022). This credit contraction will result in lower consumption of com-
modities and a scarcity of borrowers, although also to make it more difficult for businesses to
fund their operations, which have already suffered significantly as a result of the health crisis
COVID-19. A remedy would be to change the European Central Bank’s monetary policy to be
more in line with the Federal Reserve’s strategy, allowing the euro to stabilize, recover, and
gradually climb. This would improve the balance of the American and European economies.
The concrete repercussions of the euro’s collapse suggest that the result of the Ukrainian war
has less impact on the United States. The concrete repercussions of the euro’s collapse sug-
gest that the result of the Ukrainian war has less impact on the United States. The eurozone,
on the other hand, is dependent on imports of gas and oil. Because the European energy cost
has grown considerably, so-called imported inflation has emerged, as the prices of raw com-
modities whose bills have increased are paid in dollars. Economists calculate that the lower
the currency’s value, the higher the import expenses. This dollar-denominated energy bill is
anticipated to weigh on the European trade imbalance. The European Central Bank is currently
in a dangerous condition. Either it abandons the euro or hikes interest rates to absorb the shock
of the Ukraine war and halt the worsening. However, rising interest rates will have a severe
impact on some of Europe’s most vulnerable countries.

Effects of sanctions against russia

The Ukrainian war, and the following implementation of European sanctions on Russia,
exacerbated European countries’ divisions and inequality. While some European countries
advocated for stronger sanctions against Russia, others opposed the policy, believing it was
detrimental to European interests. Hungary, for example, has rejected restrictions and embar-
goes on Russian oil and gas imports; officials point out that Russia’s oil supplies through the
Druzhba pipeline account for approximately 65% of Hungary’s oil needs, and there are no
alternative supply lines that can replace it (Meredith, 2022). Despite the fact that the European
Union has a unified foreign and security policy, these difficulties, according to the Maastricht
Treaty, remain. On the other hand, Europe has been trying to reduce its energy dependence
on Russia, especially when they are currently facing a conflict. The war has forced Europe to
overhaul its energy supply and use a strategy to cut EU demand for Russian gas by two-thirds
by the end of this year and completed by the end of 2022. In oil and natural gas, Europe plans
to stop imports from Russia in the next few years after stopping coal imports. This change was
motivated by Europe’s need to reduce the real risk of Russia using oil and gas exports as a po-
litical weapon. Russia immediately responded by cutting gas supplies to Poland and Bulgaria
to enforce payments for gas imports in Russian rubles. This was Russia’s attempt to retaliate
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against the European Union in connection with economic sanctions imposed on Russia by the
West (Darmayadi & Megits, 2023).

Europe’s dependence on Russian energy varies across EU member states. An oil embargo
like the one proposed by the European Commission should reduce Russian revenues. For gas,
however, the embargo is not a short-term option, and more targeted measures, such as a tariff,
should be considered. The scramble to reduce EU dependency on Russian energy and find
alternative suppliers will be costly and take time, requiring a faster transition to renewable
sources. In the short term, consumers and firms will need protection from higher energy bills
that do not undercut the efficacy of sanctions. Lumpsum transfers to low-income EU house-
holds are preferable to energy subsidies and can be financed through deficit spending. But
policymakers need to be nimble as conditions change (Blanchard & Pisani-Ferry, 2022).

The EU member states have shown unprecedented unity in their sanctions policy toward
Russia. The decline in economic relations has already been huge. Because of the sanctions,
Germany, Russia’s most important trading partner in the EU, recorded a 34% drop in exports
to Russia in the first half of 2022 compared with the same period in the previous year. Russia
thus slipped from fourteenth to twenty-fifth place in terms of destinations for German exports
in that period. After years of conflict among EU member states over the completion of the
Nord Stream 2 gas pipeline from Russia to Germany under the Baltic Sea, the war in Ukraine
led German decision-makers to abruptly suspend their approval of the project. EU member
states like Germany, which are heavily dependent on Russian gas, are developing alternative
energy sources in the Middle East, Norway, and the United States, mainly for the supply of
liquefied natural gas (Meister, 2022).

Conclusion

In terms of humanitarian consequences, the impacts of this crisis are likely to be devastat-
ing in the short term, as most purchases made by Europe, whether by the state or by businesses,
are paid for in dollars. Oil, raw materials, agricultural output, and electronic manufacturing
are all facing price increases as the euro declines against the dollar. As a result, businesses
are losing money, inflation is growing, gas prices are rising, and people’s purchasing power
is decreasing. This will result in a slowdown in consumption, first in entertainment, clothing,
and household equipment, and then increasingly in necessities, such as fuel, heating, food, and
health care, and this will result in negative risks, such as lower revenue. Europe is witnessing
not simply a lack of “harmony and solidarity” in finding shared responses to crises, but also
a jumble of domestic economic decisions and policies. These pressure points show how the
conflict and Russia, which is steadily choking off natural gas, have triggered an energy crisis
in Europe and increased the danger of the economy going back into recession, just as it was
recovering from the COVID-19 pandemic. While Europe struggles, Russia has managed to
stabilize the rubble, stock market, and inflation through widespread government involvement.
As Western clients recede, Russian oil is finding additional buyers in Asia, although at lower
prices. It is impossible to form an opinion about the extent to which the European Union can
maintain its cohesion in the face of these influences without closely monitoring the patterns
of the European Union’s response and interaction with them, responses that enhance its re-
silience. In fact, two patterns of response to the Union in the face of these influences can be
observed, and while they appear to be fundamentally contradictory, they together reveal the
complexity of the current regional reality, as well as the fact that unified action in certain ar-
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eas does not eliminate the existence of fundamental differences in the level of priorities. To
summarize, the continuation of the war will drain the European economy and inflict losses and
burdens on it, including support for Ukraine’s reconstruction, because Europe bears a moral
responsibility as its political supporter, and this effect will extend to Russia as well, implying
that the war will be detrimental to all parties.

References

Arce, O., Koester, G., and Nickel, Ch. (2023) One year since Russia's invasion of Ukraine —
the effects on euro area inflation. European Central Bank, 24 February 2023.

Askew, J. (2022) How is the Ukraine war affecting the cost of living crisis? Euronews.

Blanchard, O. and Pisani-Ferry, J. (2022) The war in Ukraine is likely to worsen Europe's
economic problems. Peterson Institute for International Economics.

Darmayadi, A. and Megits, N. (2023) The impact of the Russia-Ukraine war on the European
Union economy. Journal of Eastern European and Central Asian Research, Vol. 10
No. 1.

EU restrictive measures against Russia over Ukraine (since 2014) (2023) European Council:
Council of the European Union.

Guénette, D.J., Kenworthy, P. and Wheeler, C. (2022) Implications of the War in Ukraine for
the Global Economy.

Leparmentier, A. (2022) Why the dollar has overtaken the euro.

Masters, J. (2023) Ukraine: Conflict at the Crossroads of Europe and Russia. Council on For-
eign Relations. Council on Foreign Relations.

Meister, S. (2022) A Paradigm Shift: EU-Russia Relations After the War in Ukraine. Carnegie
Europe.

Meredith, S. (2022) Hungary says it’s impossible for Europe to ban Russian gas anytime soon.
Putin agrees. CNBC.

Willem, F. (1999) The European project and the challenges of the future. European Central
Bank.

Future Human Image, Volume 19, 2023 11



The Impact of Cyberwarfare on the National Security

Temur Digmelashvili

Researcher, Caucasus International University (Tbilisi, Georgia)
E-mail: Temur.Digmelashvili@ciu.edu.ge
https://orcid.org/0009-0000-6081-0134

Digmelashvili, Temur (2023) The Impact of Cyberwarfare on the National Security. Future
Human Image, Volume 19, 12-19. https://doi.org/10.29202/thi/19/2

Cyberwarfare has emerged as a critical threat to national security, encompassing attacks on
critical infrastructure, government operations, and military capabilities. The increasing frequency
and sophistication of cyberattacks necessitate effective strategies to mitigate this threat. Successful
cyberattacks can disrupt essential services, cripple economies, and tarnish a nation s reputation. Attacks
on military networks compromise classified information and communication systems, endangering
military operations. Additionally, cyber espionage undermines national security by facilitating the
theft of sensitive data. Moreover, cyber warfare can manipulate democratic processes, eroding public
trust. To counter these threats, comprehensive cybersecurity strategies are vital, encompassing some
specific defensive and offensive strategies that can be implemented to mitigate the threat of cyberwarfare.
International cooperation and information sharing are essential for combating cyberwarfare and
safeguarding national security. Addressing the impact of cyberwarfare requires a multifaceted approach
to protect critical infrastructure, enhance military defenses, and preserve the integrity of democratic
systems. The presented article discusses the factor of cyber war and its impact on national security, in
the conditions of modern conflicts. The aim of the article is to demonstrate the impact of cyberattacks
and cyberwar on national security.
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Introduction

Cyberwarfare is a term that refers to the use of computer technology to disrupt or destroy
the systems and networks of an adversary. This can include stealing confidential information,
disrupting critical infrastructure, or even causing physical harm. The implications for national
security are vast, as cyber-attacks can cripple a country’s ability to defend itself or carry
out essential functions. As such, governments and militaries around the world have become
increasingly concerned with the potential impact of cyber threats on their national security.

© Digmelashvili, Temur, 2023

12 Future Human Image, Volume 19, 2023



The Impact of Cyberwarfare on the National Security
by Temur Digmelashvili

The growth of the internet and the proliferation of digital technologies have made
cyberwarfare an increasingly potent tool for nations looking to gain an advantage over their
rivals. In recent years, there have been numerous high-profile cyber attacks on countries,
including the 2016 Russian hack of the US Democratic National Committee and the 2017
WannaCry ransomware attack that affected computers in more than 150 countries. The
potential consequences of these attacks on national security are significant, ranging from the
theft of sensitive information to the disruption of critical infrastructure like power grids or
transportation systems (Chitadze, 2018).

Historical examples of cyber attacks on countries
and their impact on national security

The impact of cyber attacks on national security can be severe. Certainly, there have been
several historical examples of cyber attacks on countries that have had significant impacts on
national security:

1. Stuxnet (2010): Stuxnet is a well-known example of a sophisticated cyber weapon
that targeted Iran’s nuclear facilities, specifically its uranium enrichment centrifuges.
It was believed to be a joint effort by the United States and Israel. Stuxnet caused
physical damage to Iran’s nuclear infrastructure by manipulating industrial control
systems, setting back its nuclear program and raising awareness about the potential
of cyber attacks on critical infrastructure.

2. Estonian Cyberattacks (2007): In 2007, Estonia faced a series of distributed denial
of service (DDoS) attacks that overwhelmed government, media, and financial
websites. These attacks were in response to the Estonian government’s decision to
relocate a Soviet war memorial. While the attacks did not directly cause physical
harm, they highlighted the vulnerability of a nation’s digital infrastructure and
underscored the potential for cyber-attacks to impact a country’s functioning.

3. Ukraine Power Grid Attacks (2015 and 2016): Ukraine experienced two separate
cyber-attacks on its power grid in 2015 and 2016. These attacks resulted in
widespread power outages, affecting thousands of people. The attackers used
malware to gain access to the control systems of power distribution companies,
enabling them to remotely disconnect substations. These incidents demonstrated the
potential for cyber-attacks to disrupt critical services and infrastructure.

4. NotPetya (2017): NotPetya, a destructive ransomware attack that initially appeared
to be ransomware, targeted organizations worldwide, primarily in Ukraine.
However, it quickly spread globally, affecting companies in various industries. It
caused significant disruption and financial losses. While the attack’s origin remains
disputed, it is widely believed to have been a state-sponsored operation aimed at
causing economic damage.

5. Sony Pictures Hack (2014): The cyber-attack on Sony Pictures Entertainment is
attributed to North Korea. Hackers breached the company’s network, stole sensitive
data, and leaked unreleased films, internal e-mails, and employee information.
The attack was reportedly in response to Sony’s planned release of the film “The
Interview,” which depicted the fictional assassination of North Korean leader Kim
Jong-Un. This incident highlighted the potential for cyber-attacks to be used for
political and ideological purposes.
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These examples illustrate how cyber attacks can have significant impacts on national
security, disrupting critical infrastructure, causing economic losses, revealing sensitive
information, and sometimes even escalating geopolitical tensions.

Types of cyber-attacks and their potential consequences
for national security

There are various types of cyber attacks that can pose significant consequences for national
security. Here are some common types of cyber attacks and their potential impacts:

1. Distributed Denial of Service (DDoS) Attacks:

DDoS attacks overwhelm a target’s network or website with a flood of traffic, rendering it
inaccessible. This can disrupt critical services, communication, and information dissemination.
DDoS attacks can hinder government websites, emergency communication systems, and
essential online services, affecting the public’s access to information and emergency response
capabilities.

2. Ransomware Attacks:

Ransomware encrypts the victim’s data and demands payment (ransom) for decryption.
Organizations may face operational disruptions, data loss, and financial losses if they don’t
pay. Critical government agencies and services could be targeted, leading to data loss, potential
exposure of sensitive information, and financial strain on government budgets.

3. Cyber Espionage:

State-sponsored cyber espionage involves unauthorized access to another country’s systems
to gather intelligence or steal sensitive information. Stolen government secrets, military plans,
and diplomatic correspondence can jeopardize national security, defense strategies, and
diplomatic relations.

4. Critical Infrastructure Attacks:

Targeting critical infrastructure (power grids, water systems, transportation networks)
can disrupt essential services and cause widespread socictal disruptions. These attacks can
undermine a nation’s stability by crippling vital services, potentially leading to social unrest
and impacting national defense capabilities.

5. Information Warfare and Disinformation:

Spreading false or misleading information online can manipulate public opinion, erode
trust, and influence elections or public sentiment. Disinformation campaigns can undermine
political stability, weaken alliances, and create internal divisions, impacting a nation’s cohesion
and international reputation.

6. Cyberattacks on Military Systems:

Attacking military systems can compromise sensitive defense information, disrupt
communication, and interfere with military operations. Unauthorized access to military
data and systems can compromise national defense strategies, readiness, and operational
effectiveness.

7. Supply Chain Attacks:

Cyber attackers compromise software or hardware components within a supply chain,
leading to the distribution of malicious updates or compromised products. Supply chain attacks
can infiltrate critical government systems and expose vulnerabilities that could be exploited for
espionage or other malicious activities.
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8. Cyber Attacks on Financial Systems:

Attacks on financial systems can lead to economic instability, disruption of financial
transactions, and compromise of personal and financial information. Disruption of financial
systems can impact a country’s economic stability, potentially leading to loss of investor
confidence and destabilizing the economy.

9. Nation-State Cyber Attacks:

State-sponsored attacks can be highly sophisticated and have multifaceted impacts, including
espionage, disruption, and geopolitical tensions. Nation-state attacks can escalate international
conflicts, strain diplomatic relations, and lead to political and economic repercussions.

10. 10T and Industrial Control System (ICS) Attacks:

Attacks on IoT devices and industrial control systems can compromise critical
infrastructure, manufacturing processes, and public safety systems. These attacks can disrupt
essential services, compromise public safety, and undermine a nation’s ability to respond to
emergencies.

These examples showcase the diverse range of cyber threats that can have severe
consequences for national security, underscoring the importance of robust cybersecurity
measures, international cooperation, and the development of effective strategies to mitigate
cyber risks (Airen, 2022).

Cybersecurity policies and measures that governments
can implement to protect national security

Governments implement a range of cybersecurity policies and measures to protect
national security from cyber threats. These policies often involve a combination of legal
frameworks, regulations, strategies, and technological solutions. Governments may work
to develop a comprehensive national cybersecurity strategy that outlines the government’s
approach to securing critical infrastructure, data, and systems. This strategy should define
roles, responsibilities, and coordination mechanisms across various government agencies.
There are some ways to protect National Security for example, Enact laws and regulations
that establish cybersecurity standards, requirements, and penalties for non-compliance.
This can include data protection laws, breach notification requirements, and regulations for
critical infrastructure operators. Foster collaboration between government agencies, private
sector organizations, academia, and non-governmental entities to share threat intelligence,
best practices, and resources for more effective cybersecurity. Develop and regularly update
incident response plans that outline procedures for identifying, mitigating, and recovering
from cyber incidents. These plans should include coordination between government agencies,
private sector partners, and law enforcement.

Governments can also implement measures to safeguard critical infrastructure sectors, such
as energy, transportation, and healthcare, by enforcing cybersecurity standards, conducting risk
assessments, and enhancing monitoring capabilities. Conduct simulated cyber attack exercises
to test the readiness of government agencies, critical infrastructure operators, and emergency
response teams. These exercises help identify gaps and improve coordination. Launch
public awareness campaigns and provide cybersecurity training to government employees,
businesses, and the general public to promote safe online practices and reduce the risk of
cyber threats. Governments also collaborate with other nations to share threat intelligence,
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coordinate responses to cross-border cyber incidents, and promote cybersecurity norms and
agreements. Integrate cybersecurity requirements into government procurement processes to
ensure that purchased products and services meet established security standards.

One important policy that governments can implement is to Invest in cybersecurity
education, training, and workforce development initiatives to build a skilled workforce
capable of addressing evolving cyber threats. By implementing these cybersecurity policies
and measures, governments can enhance their ability to detect, prevent, and respond to cyber
threats, ultimately safeguarding their national security interests in the digital realm (Atrews,
2020).

The role of the military in cyber defense and offense

The role of the military in cyber defense and offense is critical to safeguarding a nation’s
national security interests in the digital realm. As cyber threats continue to evolve and become
more sophisticated, militaries around the world have recognized the importance of incorporating
cyber capabilities into their overall defense and strategic frameworks. The military plays a
role in safeguarding the nation’s critical infrastructure, such as power grids, communication
networks, and transportation systems, from cyber threats. This involves deploying cyber
defenses to prevent attacks and minimize vulnerabilities. Military organizations establish
dedicated cyber response teams to detect and respond to cyber incidents, whether they target
military systems or critical civilian infrastructure. These teams work to mitigate the effects
of attacks and quickly restore operations. Military cyber units contribute to national and
international efforts to gather and share threat intelligence. This information helps identify
emerging threats, vulnerabilities, and attack patterns, allowing for proactive defense measures.
The military often collaborates with civilian agencies, organizations, and private sector entities
to ensure a coordinated and comprehensive approach to cyber defense. This cooperation
enhances overall national cyber resilience.

On the offensive side military cyber units engage in intelligence-gathering activities to
collect information about potential adversaries, including their capabilities, intentions, and
activities in cyberspace. In certain situations, military cyber units may conduct cyber espionage
to gather critical intelligence for national security purposes. This can involve infiltrating
foreign networks to access sensitive information. The military can use its cyber capabilities
to demonstrate the ability and willingness to respond to cyber attacks with proportional and
effective offensive actions. This serves as a deterrent against potential adversaries. In modern
conflict scenarios, military cyber units may be involved in countering terrorist and insurgent
groups that use cyberspace for communication, recruitment, and propaganda.

In the event of a cyber attack, cyber capabilities can be integrated with traditional military
operations to gain a tactical advantage. For example, cyber-attacks may be used to disrupt
enemy communication, command and control systems, or logistics. Military cyber units
may engage in information warfare, including propaganda dissemination, to influence the
perception of events and narratives in support of national security objectives.

It’s important to note that the use of offensive cyber capabilities raises complex ethical,
legal, and diplomatic considerations (Lok Sabha Secretariat, New Delhi, 2017).
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The Future of Cyberwarfare and its potential impact
on national security

As technology continues to evolve, the potential impact of cyberwarfare on national
security is likely to increase. Advancements in artificial intelligence, quantum computing, and
other emerging technologies could make it easier for hackers to carry out more sophisticated
attacks while also making it more difficult to defend against them.

In the coming years, cyber-attacks will likely become even more targeted and destructive.
Hackers may look to exploit vulnerabilities in critical infrastructure systems, like energy
grids and transportation networks, in an attempt to cause widespread disruption and chaos. In
addition, cyber-attacks may increasingly be used as part of military operations, leading to a
blurring of the lines between cyber warfare and traditional warfare.

To mitigate the risks of cyberwarfare on national security, governments and militaries
around the world must continue to invest in cybersecurity measures and technologies. This
includes developing stronger encryption standards, improving network security, and investing
in research and development of cyber defense technologies. It also means taking a more
proactive approach to cyber defense, such as by establishing cybersecurity standards for critical
infrastructure systems and engaging in international cooperation to prevent cyber attacks. By
taking these steps, it may be possible to prevent or mitigate the impact of future cyber attacks
on national security (Ibrahim et al., 2019).

The role of international law in regulating cyberwarfare

The use of cyberwarfare raises important questions about international law and how it
applies to cyber operations. While Currently, there are no existing international treaties
pertaining to this matter. Currently, there are no international treaties in place regarding this
matter. Specifically govern cyberwarfare, existing laws and treaties can be applied to cyber
operations.

For example, the United Nations Charter prohibits the use of force against another country,
unless in self-defense or with the approval of the UN Security Council. This principle applies
to cyber operations as well. In addition, the International Court of Justice has recognized that
cyber attacks can be considered a use of force and that a state that is the victim of a cyber-
attack may use force in self-defense.

Several treaties and agreements address specific aspects of cyber operations, such as
the Convention on Cybercrime and the Wassenaar Arrangement. These agreements seek to
establish norms of behavior for cyber operations and encourage international cooperation in
addressing cyber threats.

However, there are still significant challenges in applying international law to cyber
warfare. One challenge is that it can be difficult to attribute cyber attacks to a specific actor,
as attackers can use techniques such as proxy servers and malware to conceal their identity. In
addition, some states may be hesitant to acknowledge their involvement in cyber operations,
making it difficult to hold them accountable under international law (Airen, 2022).

The impact of cyberwarfare on the private sector

While much of the focus on cyber warfare is on the impact on government and military
networks, cyber attacks can also have a significant impact on the private sector. Businesses
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and organizations are increasingly reliant on digital infrastructure for their operations, making
them vulnerable to cyber-attacks.

Cyber attacks on the private sector can have a range of impacts, including financial losses,
damage to reputation, and disruption of operations. For example, a cyber attack on a financial
institution could result in the theft of sensitive financial information or the disruption of critical
financial systems. An attack on a healthcare provider could result in the theft of sensitive
patient information or the disruption of critical healthcare services.

The private sector can also be a target of cyber attacks as part of larger geopolitical conflicts.
For example, state-sponsored hackers may target companies in a foreign country in an attempt
to gain sensitive intellectual property or disrupt operations.

To mitigate the risks of cyber attacks on the private sector, businesses and organizations
must take a proactive approach to cybersecurity. This includes investing in robust cybersecurity
measures, such as firewalls, intrusion detection systems, and employee training programs.
It also means working to establish strong partnerships with government agencies and other
organizations to share information and best practices for cybersecurity (Parsons, 2023).

The impact of cyberwarfare on international relations

The use of cyberwarfare can also have a significant impact on international relations. As
cyber-attacks become more prevalent and more sophisticated, they can undermine trust and
cooperation between nations.

In some cases, cyber-attacks may be used as a means of political or economic coercion.
For example, a state may launch a cyber attack on a rival nation in an attempt to disrupt critical
infrastructure or steal sensitive information. This can lead to diplomatic tensions between the
two countries and even escalate into a larger conflict (Schneier, 2013).

Cyber attacks can also have an impact on international trade and economic relations. A
cyber attack on a company in one country could result in a loss of business for companies in
other countries that rely on that company’s products or services. This can lead to economic
tensions between countries and a breakdown of international trade relations.

To mitigate the impact of cyberwarfare on international relations, countries must work
together to establish clear norms of behavior for cyber operations. This includes developing
rules of engagement for cyber attacks, establishing mechanisms for sharing information and
intelligence on cyber threats, and engaging in international cooperation to prevent cyber-
attacks (Handler & Rowley, 2022).

Conclusion

The impact of cyberwarfare on national security is a complex and multifaceted issue with
implications for military strategy, technology, international law, and international relations. As
technology continues to evolve, the potential impact of cyber attacks on national security is
likely to increase.

To mitigate the risks of cyberwarfare on national security, governments and militaries
around the world must continue to invest in cybersecurity measures and technologies. The
private sector must also take a proactive approach to cybersecurity to mitigate the risks of
cyber attacks on their operations.

At the same time, it is important to work towards establishing international norms of
behavior for cyber operations and to strengthen international cooperation to prevent cyber
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attacks. By taking these steps, it may be possible to prevent or mitigate the impact of future
cyber attacks on national security and international relations.

Overall, the impact of cyberwarfare on national security cannot be ignored. It is a rapidly
evolving and ever-changing landscape that requires constant attention and investment. The
potential for cyber attacks to disrupt critical infrastructure, steal sensitive information, and
damage national security is a serious concern for governments and militaries around the world.

As technology continues to advance, the risks associated with cyber warfare will only
increase. The use of artificial intelligence, machine learning, and quantum computing could
give cyber attackers new tools to exploit vulnerabilities in networks and systems.

To effectively respond to the threat of cyberwarfare, governments and militaries need to
adopt a comprehensive approach that includes both defensive and offensive capabilities. This
includes investing in advanced cybersecurity measures and technologies, building partnerships
with the private sector and other organizations, and developing robust rules of engagement for
cyber operations.

At the same time, there must be a concerted effort to establish clear norms of behavior
for cyber operations and to strengthen international cooperation to prevent cyber attacks. By
working together to address the threat of cyberwarfare, it may be possible to minimize the
impact of future cyber attacks on national security and international relations.
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Introduction

Overcoming the “Cold War”, which was caused by the ideological and political
confrontation of two socio-economic systems, significantly reduced the nuclear threat of a
world war. During the Cold War, the main international security concern was the fear of nuclear
war and the spread of nuclear weapons. Gradually, the fourth phase emerged after the end of
the Cold War on the applicability of deterrence. In contrast to earlier theories, non-traditional
threats became a primary focus of strategic thinkers. The primacy of military security, the core
traditionalist assumption, was questioned. The collapse of the Soviet Union brought down
with it the whole military-political security agenda that had dominated world politics during
the Cold War. Debates on the environment and the economy appeared more pronounced.
Barry Buzan (1983) developed a holistic understanding of security thereby applying it to a
wide range of subjects such as politics, economics, society and environment in addition to
the traditional military sector without compromising the essence of the concept. During this
phase, new nuclear weapon states such as India and Pakistan demonstrated nuclear capability
in 1998 and developed their nuclear policies subsequently. India and Pakistan are historical
rivals. India considers both China and Pakistan as security threats, while Pakistan perceives an
existential threat from India (Abbasi, 2020).

The theory of nuclear deterrence originated in the Anglo-Saxon strategic culture, which is
characterized by the separation of the categories “security’” and “defense”. Nuclear deterrence
acts in the most general sense as a policy of preventive threats in order to prevent the opponent
from taking any action. The superiority of the United States in terms of aggregate resources,
which persisted throughout the entire period of the Cold War, suggests the presence of two
types of nuclear deterrence: symmetrical (deterring an approximately equal enemy) and
asymmetric (deterring an obviously weaker enemy). The theory of asymmetric containment as
deterrence by a weaker country by a stronger one is still in its infancy.

Deterrence has been intensively studied and tested as to its use in terms of strategy in
international relations, the maintenance of stability in international relations, the conduct of
violence and warfare in both international and domestic contexts, and in political affairs. Since
deterrence is the use of threats to block or reduce the inflicting of serious harm, the existence
of capacities for inflicting harm are readily maintained and periodically applied, so available
deterrence capabilities provide a degree of continuing concern and a regular desire to at least
do away with nuclear weapons and threats. A brief period in the ending of the Cold War
saw a serious effort to reduce the reliance on deterrence, particularly nuclear deterrence, in
international politics, but it was soon replaced by serious movement in the opposite direction.
Yet efforts to reduce the need for and use of deterrence continue (Morgan, 2017).

Nuclear deterrence policy in the modern period

The post-Cold War era presented new security challenges, which recognized the need to
strengthen the international regime of physical protection of nuclear materials. In the post-9/11
period, threat perceptions include the potential terrorist use of an improvised nuclear explosive
device, the use of a radiological dispersal device (RDD), and attacks against nuclear facilities,
i.e. sabotage (Manga, 2021). These threats point to the need for an overall strengthening
of the global nuclear security regime. The article discusses some of the basic concepts and
developments in the field of nuclear security; the legacy of the Cold War and the rise of new
challenges to the global nuclear security agenda in the post-Cold War and post-9/11 periods;
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and efforts of the IAEA to strengthen the global nuclear security regime. The International
Atomic Energy Agency is filling an important and expanding role against the background
of the processes developed in Ukraine (Williams, 2022). During the height of the Cold War,
“nuclear deterrence” and “nuclear proliferation” dominated the global nuclear security agenda.
In their national security strategies, States considered calculable threats of high-intensity and
low- probability — nuclear confl icts based upon the predict- able rational behavior of known
State-level adversaries (also known as “rational actor theory”). A bi-polar security structure
gave rise to the “nuclear deterrence” doctrine.

At the brink of the Cuban Missile Crisis of 1962, the world narrowly escaped what could
have been a nuclear war between the erstwhile Soviet Union (USSR) and the United States
(US). Since then, many countries have built up their nuclear arsenals, especially the ones that
are at loggerheads with each other, the most obvious ones being Pakistan and India. However,
the pertinent question is: Despite officially nine countries having nuclear weapons, why has the
world been able to avoid a nuclear war? The answer to this question provided by International
Relations theorists is the “logic of nuclear deterrence,” which was propagated by academics
such as Thomas Schelling and BD Berkowitz during the Cold War (Altin, 2021). However, is
this logic still relevant to explain nuclear conflicts in a post-Cold War world order?

It is undisputed that the world scenario has changed since the collapse of the Soviet Union
and the end of bipolarity. As the struggle for power between China and the US intensifies, there
is a growing concern about the nuclear weapons that China has and its potential to use those
weapons against the US and its regional rival India (Sokov, 2020). Then, there is North Korea
that has continuously declined Washington DC’s proposal for denuclearisation and continues to
build nuclear weapons. This article argues that despite these rivalries, the world has been able
to avoid a nuclear war and the logic of nuclear deterrence should be given some credit for this.

Nuclear strategy is still relevant in contemporary security issues, and today’s approach to
nuclear strategy is mainly focused on the concept of deterrence. That said, the prominent role
of deterrence is not an exclusive one: the first strategies, as the bombings of Hiroshima and
Nagasaki show, treated atomic bombs as merely more powerful versions of their conventional
equivalents. However, soon, the nuclear device became ‘the absolute weapon, and the
strategies contemplating its use on the battlefield were replaced by deterrence. Today, the two
approaches coexist. Since the end of the Cold War, the actual utilization of tactical or theatre
nuclear weapons has been reintroduced on the security agenda, but nuclear deterrence has not
abandoned its prominent role: in fact, strategic deterrence and regional deterrence remain the
fundamental elements in the Nuclear Posture Review Report of the US, published in 2010.
Moreover, the prospects of utilizing low-yield tactical nuclear weapons have remained just
a possibility, while nuclear deterrence is a well-established reality (Bertolin, 2013). First of
all, it is very important to define the key points of the issue that will be analyzed. The word
“deterrence”, as it is used here, means the ability to prevent an enemy’s attack by inducing
fear. For the purposes of this essay, nuclear deterrence is intended in both its classical forms —
deterrence by threat of denial and deterrence by threat of punishment. Even if the two theories
are often considered alternatives, such a broad definition is the most useful in dealing with the
subject of this essay, since the matter here is not which deterrence strategy is most effective but
whether deterrence is still effective today. The validity of a deterrence system can be measured
on the rationality of its actors, and this means that we must seriously consider to what extent
some players were recently introduced in the international arena — notably non-state actors
(Spurgeon et al., 1981).
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For the past forty years, the theory of nuclear deterrence has played a singularly important
role in the evolution of US nuclear strategy and national security policy. In suggesting that the
theory “works”, proponents of deterrence have pointed to the historical record. Although half
a dozen nations possess nuclear arsenals and more than 5,000 nuclear weapons are deployed
around the world, these weapons have not been used even once during any international
conflict since the end of the Second World War. Moreover, despite several periods of acute
confrontation, nuclear war between the United States and the Soviet Union has been avoided
for four decades. Given the enormous destructive potential of these weapons and the ever-
present danger of inadvertent or miscalculated war this record has bred neither confidence nor
complacency. Deterrence theory possesses a compelling, if not beguiling, logic: deterrence
entails dissuading potential adversaries of the United States from initiating aggression against
it by posing the prospect of risks and costs that outweigh any gain such adversaries might
contemplate. The theory thus posits that possession of a credible and sufficient nuclear
deterrent will enhance a nation’s security, while the absence of such a deterrent will undermine
it. As simple as this sounds, it has proven enormously difficult to achieve an enduring sense of
security through deterrence (Kramer, 1987).

At the conclusion of the Nuclear Posture Review, the Bush Administration announced
that the United States would reduce its strategic nuclear forces to 1,700-2,200 “operationally
deployed warheads” over the next decade. It codified these reductions in the Strategic Offensive
Reductions Treaty (known as the Moscow Treaty), which the United States and Russia signed
in May 2002. According to the Administration, operationally deployed warheads are those
deployed on missiles and stored near bombers on a day-to-day basis. They are the warheads
that would be available immediately, or in a matter of days, to meet “immediate and unexpected
contingencies.” The Administration claims that the size of this force is not determined by
a need to counter a “Russian threat.” However, the Administration did consider Russia’s
remaining nuclear capabilities when developing the US nuclear force posture; a conflict with
Russia is considered to be a “potential contingency” that could arise if the US relationship with
Russia were to deteriorate significantly. The forces needed to address potential contingencies
are included in the “responsive force,” not in the “operationally deployed force” of 2,200
warheads.

Nuclear deterrence has a role also in averting conventional attacks in a regional context.
The conflict between India and Pakistan exemplifies this point: in fact, despite the existence
of sources of tension between the two countries, these actors have not engaged in major open
hostilities since their development of a nuclear arsenal. The fear of nuclear escalation may be
the explanation for the restraint of these governments in an area like Kashmir, where since
the acquisition of nuclear weapons, both sides have only supported a low-intensity conflict
(Biswas, 2019). In any case, nuclear deterrence of non-nuclear attacks seems inconsistent
with regard to the traditional nuclear actors. In fact, these have continued to experience major
conventional conflicts (it is, for example, the case of Russia with Georgia). It is possible that the
threat of a nuclear retaliation lacks credibility when only the aggressor is armed with nuclear
weapons — as the behavior of many nuclear powers in times of war may lead to think — but this
would be hardly true in the case of a WMD attack. In this respect, the biggest innovations are
those developed by the US within its strategy to combat global terrorism. The same policy of
expanded deterrence, which has been discussed above, is also applied to non-nuclear threats,
particularly regarding the scenario of a terrorist use of WMDs (Long, 2008). The global nuclear
security regime, which is at an early stage of its development, should be strengthened. This
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process should include both tackling the “hot spots” and eliminating “weak links.” Emphasis
is on achieving an effective, comprehensive global nuclear security framework that will serve
as a reference point for States’ efforts and for the Agency’s support. Due consideration must be
given to international and regional cooperation in efforts to protect against nuclear terrorism. It
is essential that issues of nuclear non-proliferation, nuclear safety and nuclear security be dealt
with on a comprehensive and integrated basis in order to achieve maximum success for the
peaceful, safe, and secure use of nuclear technology. There is an urgent need to evaluate and
strengthen the global nuclear security regime. Embedded in such an effort is the worldwide
need to secure nuclear and other radioactive materials in non-weapon, non-nuclear use. The
many storages of research reactor fuel containing highly enriched uranium, which can be used
in an improvised nuclear explosive device, must be seen from the perspective of the potential
consequences should these materials come into the wrong hands. Furthermore, many research
establishments with research reactors, laboratories, and waste handling facilities require that
much more attention be given to security (Tertrais, 2021).

The security of transport of nuclear and radioactive materials presents additional issues
of concern to the international community. These questions are further complicated by the
materials that present both a radiological and a chemical hazard. The privatization of the
nuclear power industry, the construction of new generations of nuclear power reactors, as
well as of other nuclear fuel cycle facilities, compel expanded security-related responsibilities
for the private sector. It is also clear that robust, tight, and internationally accepted nuclear
security, which subscribes to a graded recommendation approach based on risk and potential
consequences, is an integral part (Huntley, 2006).

The conduct of deterrence is now broader and deeper than before. It is under greater
pressure due to technological, political, and cultural developments and operates in a much
more elaborate overall environment, including space, cyberspace, and oceanic environs. Thus,
the goal of developing an effective empirical theory on deterrence remains, at various levels,
still incompletely attained. The same is true of mastering deterrence in practice. Nevertheless,
deterrence remains important and fascinating (Morgan, 2017).

Conclusion

Nuclear deterrence is still relevant in dealing with contemporary security issues. Although
different strategies concerning the use of nuclear weapons have been proposed in recent
times, their application would be extremely controversial, and for this reason, is very unlikely.
Nuclear deterrence is still an important part of the official strategy of the US to fight traditional
threats and has been adapted to meet also today’s new security concerns. The other nuclear-
armed states, the traditional as well as the non-traditional ones, have shown their willingness
to maintain the nuclear taboo, pursuing, in most cases, a minimal deterrence policy.

A possible obstacle to progress on nuclear disarmament and prevention of nuclear
proliferation is the continued role of nuclear deterrence in security doctrines and opinions.
As long as states believe that nuclear deterrence can protect them from aggression, they will
oppose or block attempts and initiatives for nuclear disarmament.

The threat of a nuclear strike can deter both nuclear and non-nuclear attacks, and the
contemporary security scenario requires an evolution of deterrence rather than a discharge
of the concept as a whole. In fact, nuclear weapons are still among the most powerful and
intimidating weapons with which states can arm themselves, and the stability of a system based
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on deterrence still remains attractive, although since the end of the Cold War, maintaining this
system has become far more complicated.
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Introduction

The North Atlantic Treaty Organization (NATO), which was established on April 4, 1949,
is a military-political alliance of North American and European states whose purpose is to
fulfill the goals and objectives defined by the North Atlantic Treaty. NATO’s main task is to
ensure the freedom and security of its member states, both politically and militarily. It protects
the common values of democracy, individual freedom, and the rule of law and ensures the
peaceful resolution of conflicts. NATO provides a forum where allies can discuss security
issues and act together.

NATO is an intergovernmental organization where member states maintain full
independence and sovereignty. All decisions in the alliance are made by the member countries
based on consensus. The main decision-making body in the alliance is the North Atlantic
Council, whose meetings are chaired by the Secretary General of NATO.

The main task of NATO is to protect the member states from aggression, and an attack on
one member of the alliance is considered an attack on all members, which is provided by the
fifth article of the founding treaty: “The parties to the treaty agree that an armed attack on one
or more of the parties in Europe and North America shall be considered an attack against all
and, where appropriate, by Article 51 of the Charter of the United Nations, exercising the right
of individual or collective self-defense and, if necessary, using military force, they will assist
the party or parties in danger to maintain the security of the North Atlantic region (United
Nations Charter, 2023).

Nuclear weapons are a key component of NATO’s overall deterrence and defense
capabilities, along with missile defense forces. NATO is committed to arms control,
disarmament, and non-proliferation, but as long as nuclear weapons exist, it will remain a
nuclear alliance. Deterrence and defense based on nuclear and missile defense capabilities,
complemented by space and cyber capabilities, remain key elements of NATO’s overall
strategy to prevent conflict and war.

NATO’s nuclear security and effectiveness are constantly being evaluated in light of
technological and geostrategic evolutions. NATO’s current nuclear policy is based on the
NATO Strategic Concept 2022 and the 2012 Deterrence and Defense Posture Review, as well
as guidance from Heads of State and Government at the Wales, Warsaw, Brussels, and Madrid
summits. The Nuclear Planning Group provides a forum for consultation on NATO’s nuclear
deterrence. The fundamental purpose of NATO’s nuclear forces is deterrence. Furthermore, any
use of nuclear weapons against NATO would fundamentally change the nature of the conflict.
If the fundamental security of any NATO ally is threatened, NATO can inflict critical damage
on an adversary who tries to attack it with nuclear weapons (NATO’s nuclear deterrence policy
and forces, 2023).

The Russia-Ukraine war has underscored the importance of NATO’s nuclear defense in
ensuring the security and stability of the Euro-Atlantic region. Throughout its history, NATO
has recognized the significance of nuclear deterrence in preventing aggression and maintaining
peace within the alliance. The conflict between Russia and Ukraine has heightened tensions
and posed challenges to regional security, making it imperative for NATO to carefully assess
its nuclear defense strategy (Global security Russia-Ukraine war, 2023).

The existence of nuclear weapons in the region alters strategic calculations and decision-
making processes for both Russia and Ukraine. It serves as a crucial factor in shaping military
balances and deterrence dynamics, potentially influencing the behavior of the parties involved.
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However, the involvement of nuclear weapons in the conflict also raises concerns and risks.
The escalation of the conflict to a nuclear level would have catastrophic consequences and must
be avoided at all costs. It is crucial for NATO to carefully manage its nuclear defense posture
and communicate its intentions clearly to prevent any misinterpretation or miscalculation.

Looking forward, the ongoing Russia-Ukraine war and its implications for NATO’s nuclear
defense strategy demand a proactive approach. NATO must continuously reassess and adapt its
nuclear deterrence policy to address emerging security challenges. This includes considering
potential scenarios and outcomes as well as engaging in diplomatic efforts to de-escalate
tensions and seek peaceful resolutions.

Ultimately, NATO’s nuclear defense remains a vital pillar of the alliance’s collective
security framework. By effectively leveraging its nuclear deterrence capabilities, NATO can
help maintain regional stability, deter aggression, and contribute to the resolution of the Russia-
Ukraine conflict. A careful balance between strong deterrence and diplomatic engagement is
necessary to ensure lasting peace and security in the Euro-Atlantic region.

As the Russia-Ukraine war continues to unfold, NATO’s nuclear defense strategy will
continue to play a crucial role in shaping the dynamics of the conflict and ensuring the security
of its member states. NATO must maintain a robust and credible deterrent posture while also
secking avenues for diplomatic engagement and de-escalation. The alliance must remain
vigilant in assessing the evolving security landscape and adapt its nuclear defense strategy
accordingly (Missile Defense and NATO’s Lisbon Summit, 2023).

Furthermore, the Russia-Ukraine war serves as a reminder of the broader challenges and
risks associated with nuclear weapons in the modern era. It underscores the importance of
pursuing disarmament efforts, promoting arms control agreements, and strengthening non-
proliferation regimes. While NATO’s nuclear defense serves as a deterrent, efforts should also
be made to reduce reliance on nuclear weapons and foster a climate of trust and cooperation.

Security strategy

Ensuring the freedom and security of the NATO member states. The main goal of NATO
is to ensure the freedom and security of its member states, whether through political or
military means. Collective defense has a central role in the alliance, as stated in Article I of
the Washington Treaty. The main responsibility of the alliance is to protect the territory and
population of the member states from attacks from outside.

Deterrence is one of the key elements of NATO’s strategy aimed at preventing conflicts
and protecting member states; freedom of decisions and actions; and support for the NATO
principles and values that NATO upholds: individual freedom, democracy, human rights, and
the rule of law. Freedom of Society the above-mentioned values must be reinforced by NATO’s
defense capability.

Deterrence and defense

Defense and deterrence for the alliance are provided by NATO coalition of military, naval,
and air forces. The most important element is nuclear and non-nuclear missile defense, which
complement each other.

The mentioned forces are supported by military or non-military means. An action plan to
prepare for a nuclear or other attack was reviewed in Wales in 2014. This was done so that the
alliance is ready for any threat in the modern era and can respond quickly to it. In 2016, NATO
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Heads of State agreed to strengthen deterrence and defense capabilities, which provide a broad
range of NATO actions to protect territory, population, airspace, or maritime communications
against any threat. Within the framework of this agreement, four multi-functional military
groups were deployed in Latvia, Lithuania, Poland, and Estonia. Defense-strengthening
measures were carried out in the European parts of NATO territory.

One of the main components of NATO’s defense and security is military exercises, which
it often conducts to ensure that the coalition military forces are ready for any threat in a non-
combat situation. Also, operational interoperability should be at the highest level between the
military forces of NATO member states (Gogua, 2023).

In 2018, NATO leaders in Brussels adopted a plan for a “360-degree response to threats”.
As part of this plan, the member states of the North Atlantic Organization were ordered to
be on full alert at all times within the framework of a rapid response strategy: 30 infantry
battalions, 30 air force squadrons, and 30 warships were to be deployed anywhere on earth in
30 days or less. Response to danger. The alliance views the Russian Federation’s increase in
its missile potential, including long- and medium-range ballistic missiles capable of carrying
nuclear warheads, as a threat and perceives it as an action directed against the security and
defense of the North Atlantic Alliance (Kimball, 2019).

The alliance’s response to these threats is to increase and improve its capabilities by
investing in new technologies such as fifth-generation fighters. Also, improvement and
development of anti-missile systems and intelligence. At the meeting of NATO leaders in
London in 2019, the alliance announced space as the fifth field of operations. Information
received from satellites and satellites in space is of great importance for NATO’s intelligence,
operations, missions, counter-terrorism, crisis response, and collective defense systems. In
October 2020, NATO decided to open a space center in Germany. The North Atlantic Alliance
takes into account the current situation and the fact that new technologies are areas that are
of great advantage in a situation where technological development in the world is changing
the picture of warfare, and today it is impossible to ensure security and defense without
technologically advanced techniques. NATO’s mission has always been to use technological
superiority to deter its adversaries. Innovations such as artificial intelligence, nuclear military
systems, and biotechnologies are changing the methods of warfare and requiring adaptation
and technological development.

Investments in security and defense

Investments in the military sphere are one of the problems that NATO is working to solve.
Because not all NATO member states are following, the 2014 decision that states should
spend 2% of their GDP on the military and its development. It should be noted here that the
United States of America spends the most among NATO member states. If we take the 29
member states of NATO together, the budget spent by America on defense is more than theirs
together.

It is important to reserve 20% of the funds spent on defense by NATO member states for
new technologies. Also, the NATO states should work to ensure that their military potential
meets the alliance’s standards. Since 2014, successful steps have been taken to ensure that
NATO’s military spending is fairly distributed among its member states. However, these steps
are not enough, according to the statements of the former President of the United States of
America, Donald Trump, that the NATO countries are not spending enough money to improve
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military armament and defense. 2021 is the seventh year in which the military budgets of
NATO countries have increased. We should take into account that since 2014, the contribution
of America from the amount spent on increasing military expenses has been 190 billion (The
NATO Members and the Budget Guidelines, 2023).

Nuclear and anti-missile defense and deterrence

For the North Atlantic Alliance, nuclear defense is of paramount importance, given that
the creation of the alliance was prompted by the threat posed by the Soviet Union. At the
beginning of 1949, when Article 5 was adopted, according to which an attack on one of the
members of the alliance was perceived as an attack on all states of the alliance by the Soviet
Union, Nuclear weapons would be used in cases of expansionary expansion. It would be from
any side.

Today, the Soviet Union is no more, but we face the main threat to the alliance, the Russian
Federation, which is the legal heir of the Soviet Union and possesses one of the largest complex
arsenals in the world. It is an important fact that, in the event of a possible conflict before
NATO, the Russians have an advantage in the direction of the nuclear armament of land bases
since they are more developed in this field. If we look at Russian armaments in the ballistic and
nuclear directions, we will see a serious force that cannot be unaccounted for, and retaliatory
measures must be taken to protect ourselves from the Russian threat (Chitadze, 2008).

The alliance’s current nuclear deterrence policy is based on the current alliance’s nuclear
deterrence policy based on two documents: the 2010 Strategic Concept, which was adopted
by the heads of NATO member states at the Lisbon Summit on November 20, and the 2012
Deterrence and Defense Policy Review. NATO’s Defense Policy and Planning Committee is
the highest body in missile defense. In NATO, he is responsible for defending the alliance
against missile threats. Also, it coordinates the direction of missile defense and its development.
NATO’s military leadership is responsible for nuclear doctrine. In addition, on operational
action, training, and planning of British policy, The Air and Missile Defense Committee is
responsible for general aspects of anti-missile and air defense policy (Gogua, 2021).

The basis of NATO’s anti-missile defense is the voluntary desire of its member states,
within the framework of which they contribute to anti-missile defense: placing military
bases on their territory, which are necessary for anti-missile defense; providing funds for the
development of anti-missile technologies; readiness of own warships for defense and inclusion
in the anti-missile defense program; use of own anti-missile, ground, or air means in NATO’s
nuclear and anti-missile defense plan. An example of this is the deployment of anti-missile
defenses at a military base in Spain. In addition, it is the same in Poland, Romania, Turkey,
and other NATO countries.

In 2010, at the Lisbon summit, it was decided to create a NATO territorial missile defense
system. In 2012, at the Chicago summit, it was announced that they had achieved success in
the direction of anti-missile defense. Success lies in the fact that anti-missile defense covers
the entire territory of NATO states. It can completely repel limited ballistic missile attacks
(Lisbon Summit Declaration, 2023).

The main functions of NATO’s anti-missile defense system are planning, monitoring,
information exchange and intercept, and management of received results. When it comes to
neutralizing a ballistic missile, minutes and seconds are of great importance. This small amount
of time can be crucial, so planning and forethought are of great value. When it is necessary
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to neutralize a ballistic missile, it is necessary to plan the actions that the defense intends to
take and to determine in advance the likely directions from which the risk of a ballistic missile
attack is highest (Maisaia & Guchua, 2020).

Therefore, the means of defense should be distributed in the area in such a way that there
is the greatest chance of neutralizing possible threats. Monitoring is one of the most important
functions. Monitoring: NATO states have satellites and satellites that monitor from space and
can provide information about the launch of a ballistic missile to the operational response
center, land and naval ships, and patrol NATO territories. Radar systems are also installed to
detect ballistic missile launches. The exchange of information is essential for the effectiveness
of the anti-missile system.

This makes it possible to react quickly to neutralize a ballistic missile with correct
information about the launch trajectory of the missile. Knowing the time to reach the target
is paramount and crucial in order to neutralize it. Through the exchange of information in
real-time, the complete information available about the ballistic missile is transferred to the
armed anti-missile systems, which will then make an operational response. Management of
the obtained results: if a real threat arose and ballistic intercontinental nuclear weapons were
used in large numbers, unfortunately, no matter how advanced and modern the armament and
missile defense is, it is impossible to ignore all missiles, especially nuclear ballistic missiles
(U.S. Strategic Nuclear Forces, 2019).

The Israel-Palestine conflict in May 2021 is enough to make sure that the above is
correct. One of the most modern anti-missile defense systems that Israel has was not enough
to completely neutralize the rockets launched by the terrorist group Hamas from Palestine.
For several days, Hamas bombarded Israeli territory, and although most of the rockets were
destroyed, some still reached their target. This is a simple example that, if it comes to quantity,
then even Hamas’s low-tech, unguided rockets are a threat. If we allow for a potential conflict
between NATO and Russia, we will be talking about thousands of medium- and long-range
missiles, including those with nuclear warheads, which can kill thousands of people, and it is
impossible to tell whether a ballistic missile has a nuclear warhead after launch. If not, then
it is impossible to prioritize which missile to destroy. That is why the whole civilized world —
Europe and America — is trying to limit the production of long- and medium-range ballistic
missiles in the world (Vashakidze, 2022).

Below, before I talk about what mechanisms and means NATO has for repelling ballistic
missiles, I consider it necessary to talk briefly about the ballistic missiles of land and air bases
in Russia and their transfers. The Russian Federation has developed the armament of its land
bases to a high level. The Russian Federation is a state that possesses all three components of
the nuclear triad: air, land, and naval weapons. The arsenal of the Russian Federation includes
the heavy ballistic intercontinental ballistic missile “Voevoda” (P-36M2) 46 produced during
the Soviet Union. Unit technical characteristics: length 34.4 meters, diameter 3 meters, mass
211 tons, operating distance 11 thousand kilometers. Modification of “Yars” land-based mobile
and mine ballistic missile “Topol-M”, (technical characteristics unknown) “Sarmat” fifth
generation intercontinental ballistic missile technical characteristics: launch mass of 169 tons.
The Tu-160 is a supersonic heavy strategic bomber capable of carrying out nuclear strikes from
the air. It was created in the Soviet Union and put into operation in 1987. Today, Russia owns
at least 16 units. The flagship submarine of the Russian fleet, ““Yasen” project 885 (08850)
K560, was commissioned in 2014 as part of the Russian Northern Fleet. It has eight vertical
launch shafts for ballistic missiles. If we take into account Russia’s nuclear triad, especially
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the land-based ballistic missiles, similar military equipment is a serious threat to any country
or military alliance. That is why it is completely understandable that the alliance perceives
Russia as the main threat if we also take into account that Russia is a non-democratic state
for which international law does not represent a strong deterrent barrier to its implementation
of the objectives. After the occupation of Ukrainian territory in 2014, international sanctions
were imposed on Russia, although the sanctions are not a big obstacle to Russia’s expansionist
aspirations. Based on the above, NATO’s anti-missile and nuclear deterrence plays a critically
important role in ensuring security and peace since repelling a first strike is the key to victory
in a confrontation between nuclear states (Gogua, 2023).

NATO’s anti-missile and nuclear defense mechanisms consist of the unity and combined
operation of military anti-missile defenses in the alliance’s arsenal. Its working principle is
derived from the combined interaction of different types of weapons. These are land-based
anti-missile mines; land-based anti-missile self-propelled military weapons from warships
on patrol equipped with anti-missile launchers and radars; and military aircraft equipped
with radars. At the same time, there are means of radar combat, reconnaissance, unmanned
and military aircraft, which carry out reconnaissance and collect information; submarines;
and control centers, where information from all the above means is collected, processed,
analyzed, and acted upon. All these means are necessary and play a crucial role in the anti-
missile defense system. 27 NATO’s anti-missile and nuclear defense scheme is given in Annex
#1. Annex #2 outlines NATO’s combined suite of anti-missile systems that provide defense
against and rapid response to missile attacks. Its effectiveness and innovation lie in the fact that
it has multiple sources of intelligence and information. 28 such as space satellites, naval radar
ships, submarines, ground-based radar and reconnaissance systems, and air systems (Strategic
Concept” for the Defense and Security of the Members of the NATO, 2010).

Conclusion

The ongoing Russia-Ukraine war serves as a reminder of the complex dynamics at play
in the international arena and the importance of robust defense mechanisms such as NATO’s
nuclear deterrence. While NATO’s nuclear defense strategy plays a significant role in deterring
aggression and maintaining regional stability, it should always be accompanied by diplomatic
engagement and dialogue to prevent further escalation and minimize risks. Moreover, the
Russia-Ukraine war emphasizes the broader challenges and implications of nuclear weapons
in the modern world. It underscores the urgent need for renewed discussions on arms control,
non-proliferation, and disarmament. International cooperation and dialogue are crucial to
addressing the existing tensions, building trust, and reducing the reliance on nuclear weapons
as a means of deterrence. In conclusion, the Russia-Ukraine war highlights the intricate
relationship between NATO’s nuclear defense and the ongoing conflict. NATO’s nuclear
deterrence capabilities play a pivotal role in shaping the dynamics of the war, maintaining
stability, and demonstrating a collective commitment to the security of member states.
However, the conflict also underlines the importance of pursuing diplomatic channels and
peaceful resolutions to mitigate risks and achieve a sustainable solution. Moving forward,
NATO must continue to assess and adapt its nuclear defense strategy in response to evolving
security challenges. This includes strengthening collective defense measures, promoting
dialogue, and pursuing arms control agreements. By striking a delicate balance between
deterrence and diplomacy, NATO can contribute to de-escalating the Russia-Ukraine conflict
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and fostering a more secure and peaceful international order. Ultimately, NATO’s nuclear
defense in the context of the Russia-Ukraine war represents a complex and multifaceted issue.
It requires a comprehensive approach that acknowledges the role of deterrence while actively
seeking diplomatic avenues for resolution. By doing so, NATO can strive towards a safer,
more stable, and more cooperative international environment.
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Introduction

The Russia-Ukraine war broke out on February 24, 2022, when the Russian army invaded
Ukraine following a month’s preparations and a ten-day armed exercise. The war, which is
still ongoing, has included many cyber incidents. Cyber attacks have been carried out by
both sides in the Russia-Ukraine war to neutralize national infrastructures, banking systems,
and government ministries; influence decision-makers, citizens, and soldiers, and gather
intelligence. Cyber played no real role in disabling national capabilities or infrastructure, but
has had psychological and cognitive effects. The first year of the war sharpened the need
to build and upgrade information security measures, especially around critical national
infrastructure, strengthen real-time information-gathering capabilities from social networks,
strengthen awareness, and maintain information security (Pinko, 2023).

There is a hacktivist group called Anonymous Sudan. According to cyber experts, it is a
Russian group of malevolent hackers with direct links to the Russian hacktivist group Killnet.
This hacker group has declared that it supports the Russian Federation in the Russia-Ukraine
war; therefore, it often acts against Ukraine.

The story of Anonymous Sudan emphasizes that the group carries out cyberattacks for
anti-Islamic activities. The impression remains that the reason is to cover up the actual goal
that the disclosed position, as if it is an Islamic hacking group, is fictional. Suspicions are also
strengthened by the fact that all targets of both Killnet and “Anonymous Sudan” have been
countries that oppose Russia’s invasion of Ukraine.

Killnet is a pro-Russian hacktivist group active since at least January 2022 and known
for its DDoS campaigns against countries supporting Ukraine, especially NATO countries,
since the Russia-Ukraine war broke out last year. DDoS is the primary type of cyber-attack
employed by the group, which can cause thousands of connection requests and packets to be
sent to the target server or website per minute, slowing down or even stopping vulnerable
systems. While Killnet’s DDoS attacks usually do not cause major damage, they can cause
service outages lasting several hours or even days. Although Killnet’s ties to official Russian
government organizations such as the Russian Federal Security Service (FSB) or the Russian
Foreign Intelligence Service (SVR) are unconfirmed, the group should be considered a threat
to government and critical infrastructure organizations including healthcare (Pro-Russian
Hacktivist Group ‘Killnet’ Threat to HPH Sector, 2023: 1).

Anonymous Sudan and Killnet cyber-attacks
on Ukrainian cyber systems

Although the said hacktivist group does not hide its sympathies towards Russia, the
similarities between the two groups are still abundant. For example, a large proportion of their
attacks include DDoS attacks. In January 2023, “Anonymous Sudan” published a statement
that it helped Killnet carry out DDoS attacks against the German Federal Intelligence Service.
Apparently, Anonymous Sudan is a hacking group based in Sudan. He is said to have been
involved in cyberactivism and hacking processes around the world. This organization is
considered part of the Anonymous network, which is an international association of hacktivists
and activists. Many high-profile so-called #OP cyberattack (#OP is a kind of shortened version
of cyber special operation) (Sigal, 2023). Such attacks are known as #OPIsrael, #OPAustralia
and others.
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“Anonymous Sudan” often uses the social network Telegram and Twitter to spread its
statements. However, its goals and objectives are still vague. We have tried to find different
studies and discuss this topic.

Anonymous Sudan has claimed responsibility for many cyberattacks since the Russian
invasion of Ukraine, including DDoS attacks in France, Germany, the Netherlands and
Sweden. As we have already mentioned, on the one hand, it is known that these cyberattacks
seem to have occurred due to anti-Islamic activities. For instance, in the case of Sweden,
activists burned the Koran, and the incidents were followed by cyberattacks. At the same
time, data was stolen from the website of the airline company. The stolen data is most likely
be used for blackmail, extortion, or sold on the black market. Anonymous Sudan and Killnet
jointly claimed responsibility for many cyberattacks in March 2023, including against Latvian
government agencies, NASA systems, and Ukrainian systems. Both separately and jointly
carried out DDoS attacks on French hospitals, universities, airports, and systems of the
ministries of justice and interior. Based on such facts, there is an assumption that “Anonymous
Sudan” is a Russian hacktivist group and their claim to fight the anti-Islamic campaign is
merely a cover-up.

Killnet launched DDoS attacks on the systems and websites of various organizations and
government structures around the world in the months following Russia’s war in Ukraine.
The targets of Killnet were all countries, except the USA, which aid Ukraine in one way or
another. The hacktivist group launched cyberattacks 2022 Year in February on more than a
dozen hospitals in the United States (Stanford Health, Michigan Medicine, Duke Health and
Cedar-Sinai and others) (The New Era of Hacktivism, 2022: 1).

In October, it carried out DDoS attacks on several airports in the United States “(Los
Angeles International Airport, Chicago O’Hare International Airport, Hartsfield-Jackson
Atlanta International Airport, etc.)” (The New Era of Hacktivism, 2022: 1), which caused
flight suspensions and paralysis.

Killnet fully shifted its focus in April 2022 to supporting Russia’s geopolitical interests.
According to them, “more than 550 cyberattacks were carried out, of which 45 attacks were
on Ukrainian systems, which is less than 10 percent of the total attacks” (The New Era of
Hacktivism, 2022: 1).

“In March, a hacktivist group launched cyberattacks on the Connecticut International
Airport of the United States of America. In April, it launched cyberattacks on the websites
of the Ministry of Defense of Romania, the Border Police, the National Railway Transport
Company and the Commercial Bank, as a result of which these websites were unavailable for
several hours. In May, massive DDoS attacks were carried out on two leading countries of the
European Union — Germany and Italy. And in June, two significant waves of cyber-attacks
were carried out against Lithuania and Norway. In July, Killnet turned its efforts to Poland
and managed to shut down several government websites. In August, cyberattacks were carried
out on institutions in Latvia, Estonia and the United States of America. In September, the
hacktivist group attacked Asia for the first time and carried out cyberattacks on Japan, and the
reason was Japan’s support for Ukraine” (The New Era of Hacktivism, 2022: 1).

Affected organizations consider these cyberattacks to be a medium-level threat. However,
if security measures are not taken duly, they may lead to major problems. For example, when
Killnet carried out cyberattacks on hospitals in the United States, the American Healthcare
Association stated that “their attacks are not causing major damage but may cause service
interruptions of several days” (Vijayan, 2023).
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Mary Masson, Director of Public Affairs Unit at Michigan Hospital, explains that the Killnet
cyberattacks on January 30, 2023, affected almost all of the hospital’s websites (Uofmhealth.
org, mottchildren.org, and others). According to Mason:

“None of the websites that were hacked contain patient information. When the attacks took
place, patients had no problem accessing their information, they used the myuofmhealth.org
portal as usual” (Bracken, 2022).

If you look at the facts, the cyberattacks of Killnet and “Anonymous Sudan” do not cause
much damage, but the propaganda works — they do manage to carry out powerful cyberattacks.
What is obvious is that their goal is simply to attract attention and spread pro-Russian
statements. They attack the public websites of institutions and organizations aiming to show
the general public their influence and create the feeling that Russia is invincible not only in the
real world, but also in the virtual space.

As mentioned, even though Killnet cyberattacks are not very damaging, they cannot be
ignored. The American Hospital Association has stated that Killnet is an active threat to the
healthcare industry as well:

“Most of the time, Killnet cyberattacks do not cause us much damage, they can cause
service interruptions, which usually last for a few hours or a day. However, it should be
considered an active threat to government and critical infrastructure defense organizations,
including healthcare” (Bracken, 2022).

Killnet’s recent DDoS attacks on the systems of medical institutions in the USA, Germany,
Poland, and Great Britain, as the hacktivist group stated, was the main reason for the decision
of the United States of America to send battle tanks to Ukraine.

Killnet said they were able to launch token DDoS attacks aimed at supporting Russia and
punishing supporters of Ukraine. For example, one of the targets was Elon Musk’s Starlink
broadband satellite network, which was subjected to cyberattacks that resulted in many
customers complaining that they were unable to log into their accounts for several hours on
November 18. Various groups were also involved in the implementation of the mentioned
cyberattacks — for example, the hacker group Radis, Halva, Anonymous Russian, and others.
Killnet carried out cyberattacks on the White House website on November 17, which it called
“30 minutes of test attack”. Regarding these attacks, the group released a statement saying that
they wanted to carry out attacks for a longer period of time. The White House uses military-
grade protection from Automatic to protect itself from DDoS attacks. Then, on November
22, they carried out “cyber-attacks on the Prince of Wales website and published a statement
saying that the UK health system, the London Stock Exchange, the British Army and so on
would be next” (Bracken, 2022).

The goals and objectives of hacktivist groups are extremely complex, with a large proportion
of cyberattacks being DDoS attacks. Their actions should be monitored, as the Russia-Ukraine
war is in an active phase, the list of Killnet targets may expand, and the cyberattacks may take
a more intense, more damaging form.

It is also noteworthy that the number of followers on “Telegram” - Killnet reserve has
increased from 34 thousand to over 85 thousand. If we compare this with the IT army of
Ukraine, they have more than 200 thousand subscribers. It should be noted here that Killnet,
in addition to “Anonymous Sudan”, also has affiliated groups — Passion Group, NoName and
others. They help Killnet with their botnets to carry out DDoS attacks. As it is known recently,
“the mentioned hacktivist group received financial support of USD 44,000 from the Dark Web
Marketplace” (Vijayan, 2023).
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Rob Joyce, Director of Cybersecurity at the National Security Agency of the United States
of America, notes that the Russian Federation and its hired hackers are carrying out attacks on
Ukrainian information technology systems. In particular, one of their “targets is closed circuit
television cameras, which are used by local authorities and private businesses to monitor the
environment” (Russian hackers ‘target security cameras inside Ukraine coffee shops, 2023: 1).
Russian hackers are trying to hack the security cameras of various stores and institutions to obtain
information about the movement of aid convoys. Joyce believes that they are also, “watching
Russian hackers log into public webcams that are available to everyone, but Russian hackers
also use that to watch aid convoys and trains”(Russian hackers ‘target security cameras inside
Ukraine coffee shops, 2023:1). According to Rob Joyce, “They know that the Russians are also
monitoring logistics transport companies to find out more about the supply of arms to Ukraine”
(Russian hackers ‘target security cameras inside Ukraine coffee shops, 2023: 1).

Recently, a large amount of information about hacking activities from Russia has been
leaked. This is against the background that there is a war going on in Ukraine, and a great
number of Russian citizens do not support their country in this war. As for the leaked
information, apparently an imperceptible office with the displayed sign of “Business Center”
has existed for years in the northeastern suburbs of Moscow. There are modern buildings built
around the office and an old cemetery with war memorials right beside it. The mentioned
area is the place where Peter the Great once trained his army. For the media, it has become
known that certain individuals in the mentioned office help Russia in military operations for
hacking activities. According to reports, these are the employees of NTC Vulkan — software
engineers. At first glance, their activities remind cybersecurity consultancy services, but the
leaking of information and files from the said company put a veil over everything. Thousands
of documents demonstrate how they work to support Russian military and intelligence
hacking operations, how they prepare attacks on critical infrastructure, spread disinformation,
and try to control situations in the Internet space. Also, it is known that “their activities are
connected with Russian state services, such as FSB, GOU, GRU, SVR and others” (Harding
et al., 2023). In the leaked documents from the mentioned company, we find such issues
that “Vulkan is directly connected with the famous hacker group Sandworm, which twice
left more than half a million people without electricity and heating in Ukraine, disrupted the
Olympics in South Korea with cyber-attacks and created the world’s most destructive malware
NotPetya” (Harding et al., 2023). This information was spread by an employee of one of the
companies, who expressed dissatisfaction with Russia’s invasion of Ukraine. The source gave
the mentioned documents to German publishing houses, and after the information spread,
various well-known publishing houses such as The Guardian, The Washington Post and others
started a journalistic investigation. As a result, five Western intelligence agencies confirmed
that the mentioned files and documents were authentic. Files include e-mails, project plans,
contracts, internal information documents, budgets, and more. The files reveal that Russian
hackers have repeatedly targeted Ukrainian computer systems, some of which were already
known some were not. Moreover, the files expose information about possible upcoming
attacks; among others, the documents include potential targets and illustrative materials, a
map showing targets for possible cyberattacks in the United States, and important details about
a nuclear power plant in Switzerland that would be needed for further cyberattacks. Based on
the available information, Russia is in constant conflict with the West, both in real space and
in the digital world — with the United States of America, Great Britain, NATO, the European
Union, Australia, New Zealand, Canada, and so on.
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Conclusion

As we can see, parallel to Russia, conventional war is also active in the digital direction,
and it is impossible to accurately calculate the losses so far. However, based on the daily
information, we can conclude that we should expect big losses in the virtual space as well.
Despite the fact that Ukraine is helped by the United States of America, NATO, the European
Union, Great Britain, Georgia and other countries, it is still not possible to fully ensure security
even in the virtual space, but there are many cases that Ukraine successfully copes with. For
example, Ukraine and the US recently seized and shut down the servers of nine websites that
offered cryptocurrency exchange services to cybercriminals. It is not clear how long the war
will last. Although, it is true that advanced countries help Ukraine intensively, according to
analysts, this is not sufficient. What happens in the conditions of real war is very similar to
what happens in the conditions of virtual war, that is, in the Internet space. Both are tightly
interlinked and it is impossible to discuss the two phenomena separately. Ukraine needs its
defense systems equipped with the latest technologies, not only in the form of weapons, but
also in terms of cybersecurity. Looking at this issue superficially would be a serious mistake,
because the conquest of cyberspace can disable critical infrastructures and even military bases.
Hence, a lot of attention, equipment, observation, research and action are required in this
regard.
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In the 21° century, following the process of globalization, the importance of the Internet is increasing,
continuous remote communication is carried out, electronic purchases are made, payments are made in
electronic form, and official and unofficial correspondence is exchanged between actors and institutions
both within the country and abroad. Remote services are developing both in the private and public
sectors. Therefore, Internet users, service recipients, legal entities, public agencies, and, in general,
any citizen who communicates electronically in public space using remote services are under threats
from cyberspace. However, it should also be noted that with the rise in popularity of the Internet, a new
era of technological challenges are making the threats from cyberspace become apparent. Addressing
these threats requires a comprehensive and multi-layered approach, including robust cybersecurity
practices, regular updates and patching of sofiware, user education and awareness, cooperation between
governments and private sectors, and the development of international norms and agreements to prevent
and respond to cyber threats. The technological progress of the world is so comprehensive that we face its
consequences in all fields, including wars between states. No one is surprised anymore that today wars
are taking place simultaneously in two dimensions — physical and digital worlds. Such is the daily life
of two-sided military battalions of the twenty-first century, which became the focus of people s attention
after the start of the Russia-Ukraine war. The presented article discusses cyber attacks carried out by
Russia on the territory of Ukraine as a result of the Russian-Ukrainian war. The aim of the paper is
to show how important the issue of cyber security is in modern wars and what policies states should
implement to neutralize threats from cyberspace.
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Introduction

Cyber security is a key part of national security and its protection is one of the main
duties of each state so that the state can follow the security norms and not be harmed. Cyber
security is an element of national security and e-governance, without which the state cannot
function.

As research and practice in the field reveal, and Braman, Vaseashta and Susmann say,
cyber security has become the most dangerous phenomenon. Many people, private companies
and government institutions are affected every day. Billions of dollars are spent on defense”
(Braman et al., 2014).

“The leading countries in the world have a national cyber security strategy, which is a
determining factor of state policy. The national security strategy aims to identify, prevent, and
minimize existing threats” (Shmit, 2015). In this context, cooperation with partner states and
appropriate organizations is of the utmost importance for countries. It is essential to study the
current situation, as well as to analyze plans, in-depth research, and to present them from a
practical point of view.

Cyber security concerns all areas: economicization, democratization, international
relations, water supply, national security, etc. In the case of an adequate scientific approach,
the consequences of cyber threats will not be as devastating as they are in today’s reality.

The use of computer systems and the Internet has a special place in the work of many
countries and organizations, therefore, their work interruption or any kind of damage seriously
affects any process that the abovementioned organization, company or state structure carries
out. Cyber security is also of great importance in shaping modern warfare. Using the example
of the current Russia-Ukraine war, we can confidently talk about the importance of threats
from cyberspace.

Russian-led group Cyber Berkut

“They start a war when they want to, but end it when they can” (Niccoldo Machiavelli).
These very words correspond to the current Russia-Ukraine war, which has been in the world’s
attention since the moment it began, both due to the importance of the potential consequences
of the conflict, as well as from a general information point of view.

If we look back a little earlier, we can see that the flagship of Russian-led cyber activities —
the group Cyber Berkut — is engaged in cyber support of Russian military operations and
strategic tasks. The group engages in propaganda attacks along with technical ones. Since
2014, Cyberberkut has been involved in cyberespionage or DDoS attacks against government
sites of NATO, Ukraine, and Germany. From their side, the focus is on the online publication
of the documents obtained through hacking, and the goal is to discredit the governments,
demoralize the opposing party, reduce trust in the electoral bodies, and intimidate. For all this,
Russia uses an army of paid commentators known as “trolls”. This group is a state-sponsored
organization that itself operates under the Kremlin’s directives, distributes pro-government
content, and engages in pro-Kremlin online discussions. Their main starting point, the task, is
to fight against “Western influence” and the media that is negative towards Russia. “Trolls” are
responsible for spreading false content (Timberg & Romm, 2020).

The content is a mixture of true and false information, in which reality, true information
is very little, and false information is the main component. The goal itself is to confuse,
demoralize and influence the target audience. The target audience is the own population,

42 Future Human Image, Volume 19, 2023



The 2022-2023 Russia-Ukraine War and Cyberspace Threats
by Lika Lagvilava

certain groups of the population of other countries, the political elite of the country and the
target countries (Timberg & Romm, 2020).

Propaganda is spread through a variety of means and includes both radio and television
channels, social media, optimized search engines, bribed journalists in foreign media and
many other means.

The digital dimension of the ongoing conflict in Ukraine

Cyberattacks were used as tools for espionage, disruption, and potentially even to gain
a strategic advantage in the ongoing conflict. These attacks encompassed a range of tactics,
including hacking, phishing, and distributed denial of service (DDoS) attacks. Some notable
incidents included:

1. NotPetya: In 2017, a massive cyberattack known as NotPetya, which was widely
attributed to Russian actors, affected various organizations around the world. While
it initially seemed like a ransomware attack, it later became apparent that its primary
purpose was to cause widespread disruption.

2. Ukrainian Power Grid Attacks: There were reports of multiple cyberattacks
targeting Ukraine’s power grid infrastructure. These incidents raised concerns about
the potential for cyberattacks to have real world, physical consequences.

3. Espionage and Disinformation: Cyber operations were also used for espionage
and spreading disinformation. Hackers targeted government institutions, military
organizations, and media outlets to gather sensitive information and influence
public opinion.

4. Cyber Espionage and Attribution Challenges: Attribution in the cyber realm is often
complex, and while there were strong indications of Russian involvement in many
of these attacks, definitively attributing them to a specific group or nation can be
challenging.

To jump straight to the present, on the eve of the military attack on Ukraine on February 24,
2022, Russia launched a large-scale cyberattack targeting the government, military, and private
companies. That included significant Distributed Denial of Service (DDoS) attacks, as well as
the emergence of a new destructive malware called “Hermetic Wiper” by ESET cybersecurity
researchers.

“Russia’s appalling attacks on Ukraine are not limited to their barbaric land invasion, but
also involve sickening attempts to attack their cyber infrastructure that provides vital services,
from banking to energy supplies, to innocent Ukrainian people,” Sunak, the British Prime
Minister said (Dalvinder, 2023).

As this crisis continues to unfold, there are also cyber risks beyond the physical conflict
zone for private companies and governments — entities operating in Russia or Ukraine could
be directly targeted or harmed (Hermetic Wiper, 2022).

What is interesting about the digital dimension of the ongoing conflict in Ukraine is that
the developments seem to confirm what cybersecurity researchers have been saying for years
about the use of cyber tools to enhance state power. As cybersecurity expert Jason Blessing
has said, there was no such thing as a Russian “cyber blitzkrieg”, and it’s unlikely there will be
one, at least according to the prevailing thinking on cyber conflict (BLESSING, 2022). That
is because cyber tools are simply not a good tool for escalation control or battlefield impact.
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Yes, the war and Russia’s response to global sanctions are likely to dictate a new phase of
digital insecurity in international affairs as Moscow seeks to relieve pressure on its sanctioned
economy and express displeasure with Western support for Ukraine. As scholars quickly
demonstrated, the strategic utility of using cyber tactics in Ukraine to support the invasion
itself simply did not exist. Cyber tools provide only temporary victories and are, therefore, not
very good for direct coercion. An expected quick victory on the Russian side immediately took
sophisticated cyber weapons off the table with the “do not break what you buy” logic.

Grouping — Anonymous and busted myth

It should be noted that there were cyber-attacks from Russia even before the war. As for the
war period, the websites of the Ministry of Foreign Affairs of Ukraine, the Ministry of Defense
and the banking and financial sector were broken. Since then, the cyber-attack on the government
sector has continued. However, it turned out here that in addition to shattering the myth of military
strength, another myth of Russia was shattered in this war, which it was the strongest state in
cyberspace as well. After the appearance of Anonymous, this myth no longer exists.

In the first days of the Russia-Ukraine war, Anonymous got involved and carried out
counter-cyber-attacks against Russia, both on the government, military, banking sector, other
large companies, gas and oil extraction sector. These attacks caused serious damage to Russia
(Burt, 2022).

The members of the Anonymous group claim to be a free, decentralized organization
that unites hacktivists from different countries under one idea. This group became known
after attacking government, religious and large corporate websites. In the attack, Anonymous
mainly used a distributed denial-of-service or DDoS attack.

Anonymous was created in 2003, as the creators of the group say, Anonymous is not a
hacker group. They do not consider themselves to be cybercriminals, and they believe that
every person who shares the ideas of Anonymous can call himself Anonymous. The mask
became their symbol according to the scenario of the Wachowski brothers in the British thriller
“V for Vendetta” released in 2006 (Tidy, 2022).

Anonymous is a loosely organized Internet group of hackers and political activists, which
collectively began its activities in 2003. Anonymous community members communicate and
collaborate through social networking services and encrypted Internet chat rooms.

Anonymous has a coherent structure, representing decentralized communities interested
in engaging in mutual goals. These targets have historically ranged from political statements
to pranks and hacks, sometimes with retaliatory actions taken against the group — or those to
whom members of a given operation feel kinship.

In 2013, information spread on the Internet, according to which Anonymous Masons offered
cooperation, to which only a humiliating response was received from them. This information
was soon followed by a response from Anonymous, who claimed that agreeing to this proposal
was in direct conflict with the ideas of Anonymous, which underpins the entire group. Based
on these ideas, Anonymous got involved in the Russia-Ukraine war of 2022 (Tidy, 2022).

A hacking group has declared a cyber war on Russia and claimed responsibility for hacking
the Russian Defense Ministry database and allegedly hacking multiple state TV channels to
air pro-Ukraine content.

Hacktivist groups have claimed responsibility for shutting down government, corporate
and news websites. Anonymous claimed to have successfully infiltrated Russian state
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television to show citizens footage of Putin’s invasion of Ukraine. The group also hacked
and released e-mails and files from Roskomnadzor, the government agency responsible for
censoring Russian media.

The hacker group has gained over 500,000 followers on its Twitter account through these
moves.

92 out of 100 Russian databases analyzed were hacked and the file names were changed
to “Glory to Ukraine”, “Putin, stop this war”, “Stop the war”, “No war”, “HackedByUkraine”
and other pro-Ukraine messages (Tidy, 2022).

Most of the files discussed in the databases have been deleted. Hacktivists used a script
similar to “MeowBot” that deletes the contents of files and changes their names. One such
database was the Commonwealth of Independent States (CIS), which consists of 11 republics
and is used to coordinate finance, trade, lawmaking, and security information among member
states. Hundreds of files in the database were renamed “Putin! Stop this war”. E-mails were
also distributed (Tidy, 2022).

While Anonymous waging cyberwarfare may seem like a noble cause, future hackers may
engage in criminal activity without government authority (Hermetic Wiper, 2022). However,
the noteworthy fact is that Anonymous has gained many followers and received thousands of
supportive messages and likes on their social media.

As for the myth, in this war, another myth of Russia was shattered, that it was the strongest
state in cyberspace as well. Let us start with how this myth was created. Russia carried out its
first cyber-attack on Estonia in 2007, when Estonia protested the topic of May 9 and started
talking about taking the monument of Soviet troops. This position of Estonia was protested
by the Russian-speaking population of the same country. It was then that Russia launched a
large-scale cyber-attack on Estonia.

The second large-scale cyber-attack was carried out on Georgia in 2008, which was already
a cyber war and not only a large-scale attack. Another proof that Russia was planning to attack
Georgia is that the cyber-attacks started in January 2008. Before the war, he had permanent
cyber-attacks and was looking for Georgia’s weak spots. At that time, cyber security did not
exist in Georgia at all. It must be said that during the August 2008 war, parallel to the military
attacks, cyber-attacks were also carried out. 80 percent of websites across the country were
damaged. After the August war, strategic partners, America and Estonia, have helped Georgia
a lot in terms of strengthening cyber security. The restoration of the cyberinfrastructure started
with their help.

In 2008, another large-scale cyber-attack was carried out on Lithuania. Then — in Latvia
and at the Prague office of “Radio Liberty”. However, we cannot really compare the scale of
the attack to the one carried out on Georgia.

Since Russia launched a full-scale war in Ukraine, part of the military campaign has moved
into cyberspace.

At the start of the war, experts believed that “hacktivists” could play an important role
in this conflict, but the actual scale of hacker activity is staggering: hacker groups play an
important role on both sides of the cyber war.

Officially, Ukraine protects itself from cyberattacks with the help of Western military
cybercrime specialists and private cyber security companies, for which multi-million funds
have been allocated. However, unofficial cooperation between vengeful hackers and military
officials is also increasingly visible.
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Since the beginning of the military invasion, Russia has mainly carried out targeted cyber-
attacks on Ukrainian military infrastructure. However, the Killnet group has also carried out
attacks on Ukrainian medical facilities and the country’s allies.

Russian propaganda in cyber attacks

Russian propaganda is undoubtedly one of the main pillars of the Putin regime, as it prepares
public opinion in the Russian Federation as well as abroad and shapes it in accordance with
Russia’s aggressive goals. From today’s perspective, many people probably no longer doubt
that the propagandists of Putin’s regime, due to the spreading and strengthening of the relevant
narratives, are fully complicit in the unprecedented crime and aggression that Putin’s regime
is committing in Ukraine (Burt, 2022). Russian propaganda and disinformation campaigns
have been a prominent aspect of cyberattacks and information warfare on the global stage. The
Russian government and associated entities have been accused of using cyberspace as a tool to
manipulate narratives, spread false information, and achieve strategic goals. Some key points
to understand about Russian propaganda in cyber-attacks include:

* Disinformation Campaigns: Russian actors, often linked to state-sponsored groups,
have been implicated in orchestrating disinformation campaigns through social
media platforms and websites. These campaigns aim to shape public opinion, create
confusion, and undermine trust in democratic institutions and processes in other
countries.

» FElection Interference: Russia has been accused of meddling in foreign elections by
disseminating fake news, fabricated stories, and divisive content to sow discord and
influence voter sentiment in target countries.

* Troll Farms and Bot Networks: Russian operatives are believed to operate “troll
farms” and automated bot networks that amplify and spread propaganda on social
media platforms, making it appear as if there is genuine grassroots support for
certain narratives.

»  Cyber Espionage: Russian state-sponsored groups have been implicated in cyber
espionage campaigns targeting various sectors, including government agencies,
defense contractors, critical infrastructure, and political organizations, with the aim
of gathering intelligence and potentially advancing political objectives.

*  Hybrid Warfare: Russia is known for its use of hybrid warfare, which combines
conventional military tactics, cyber operations, and disinformation to achieve
strategic goals. Cyberattacks are often used in conjunction with other forms of
influence and aggression.

» Attribution Challenges: While there is often strong evidence pointing to Russian
involvement in cyber-attacks and disinformation campaigns, attribution can
be complex and challenging due to the use of proxies, false flags, and advanced
techniques to hide the origin of attacks.

o International Impact: Russian propaganda and cyber operations have had significant
international implications, leading to strained diplomatic relations, increased
distrust, and heightened tensions between Russia and other nations.

» Countermeasures: Countries and organizations have responded to Russian
propaganda and cyber threats by investing in cybersecurity, strengthening defenses,
promoting media literacy, and imposing sanctions on individuals and entities
involved in disinformation campaigns.
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Let us delve deeper into the tactics and examples of Russian propaganda in cyber-attacks:

Weaponizing Leaked Information: Russian actors have been known to hack and
leak sensitive information, often with the intention of influencing public opinion
or embarrassing political opponents. Notable instances include the hacking of the
Democratic National Committee (DNC) during the 2016 US presidential election,
which resulted in the release of confidential e-mails that were widely covered by
media and had a significant impact on the political discourse.

Fanning Cultural and Ethnic Divides: Russian disinformation campaigns
frequently exploit existing cultural, ethnic, and social divisions within target
countries to amplify tensions and create internal conflicts. This approach aims to
weaken societies from within and distract from external challenges.

Promoting Alternative Narratives: Russian propaganda often promotes alternative
narratives that challenge the mainstream consensus on geopolitical events or
conflicts. By disseminating contradictory information, they aim to confuse
audiences and undermine the credibility of official sources.

Manipulating Historical Narratives: Russia has been accused of revising
historical events to suit its political agenda. These efforts can include downplaying
or denying historical atrocities, such as the Holocaust, to shape public perceptions
and advance diplomatic goals.

Exploiting Social Movements: Russian actors have been known to exploit
social and political movements, such as protests and demonstrations, to amplify
their reach and manipulate public sentiment. By disseminating misleading or
inflammatory content, they seek to exacerbate social tensions and destabilize
societies.

Fake News Outlets: Russian-sponsored media outlets and websites have been
established to spread propaganda and false information under the guise of
legitimate journalism. These outlets often present biased or fabricated stories that
align with Russia’s strategic interests.

Phishing and Hacking for Propaganda: Russian hackers have used phishing
attacks to compromise e-mail accounts and spread propaganda. By gaining access
to influential individuals’ accounts, they can disseminate false information to a
wider audience and lend credibility to their narratives.

Targeting of International Organizations: Russian disinformation efforts have
also extended to international organizations, such as the United Nations, with the
aim of shaping decisions and policies in ways that align with Russian interests.
Crisis Exploitation: Russia has been known to take advantage of crisis situations,
such as natural disasters or global health emergencies, to disseminate misleading
information and exploit public fear and uncertainty.

Weaponizing Stolen Documents: Russian actors steal sensitive documents
and strategically release them to achieve specific goals, such as undermining
international agreements or discrediting opponents. For example, the release of
e-mails from the World Anti-Doping Agency (WADA) in 2016 aimed to discredit
anti-doping efforts and portray Russia as a victim.

Cultural and Linguistic Manipulation: Russian propaganda tailors its messaging
to specific cultural and linguistic contexts to make it more persuasive and relatable.
For example, Russian disinformation campaigns may create content that resonates
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with local sentiments during times of political upheaval, such as the annexation of
Crimea.

»  Exploiting Crisis Situations: Russian actors take advantage of global crises, such
as the COVID-19 pandemic, to spread disinformation and sow confusion. For
example, disseminating misleading information about the origin and spread of the
coronavirus to advance geopolitical interests.

* Geopolitical Manipulation: Russian propaganda exploits international conflicts
and crises to promote narratives that align with Russian foreign policy goals. For
example, during the Syrian conflict, Russian media presented Russia’s military
involvement as a counterterrorism effort while downplaying civilian casualties.

*  Promotion of Extremist Content: Russian actors disseminate content that supports
extremist groups or ideologies, contributing to social unrest and destabilization.
For example, Amplification of far-right and far-left content in the United States to
deepen societal divisions.

o Targeting Dissidents and Critics: Russian propaganda cyber-attacks may target
critics of the government, human rights activists, and journalists to silence dissenting
voices. For example, hacking and leaking sensitive information about opposition
figures to discredit them.

»  Economic Warfare: Russian propaganda may spread rumors or false information
about economic instability in target countries to undermine confidence and disrupt
financial markets. For example, Spreading rumors about financial crises in Europe
to create uncertainty and weaken economies.

»  Conspiracy Theories and Pseudoscience: Russian propaganda campaigns may
exploit conspiracy theories and pseudoscientific claims to create confusion and
manipulate public perceptions. For example, Promoting conspiracy theories related
to the downing of Malaysia Airlines Flight MH17 over Ukraine to deflect blame.

*  Online Comment Manipulation: Russian actors use fake accounts to flood comment
sections of news articles, blogs, and forums with propaganda and disinformation to
shape online discussions. For example, manipulating online discussions on social
media platforms during geopolitical events like the Ukraine crisis.

These examples illustrate the diverse tactics employed by Russian propaganda in cyber-
attacks. It is crucial to remain vigilant, critically evaluate information sources, and work
collectively to counter disinformation and protect the integrity of digital spaces. As the
landscape of cyber threats continues to evolve, efforts to mitigate the impact of propaganda
cyber-attacks must also adapt and grow.

It is important to note that while Russia has been a prominent actor in using propaganda in
cyber-attacks, other nations and actors also engage in similar activities. Addressing this issue
requires a coordinated global effort involving governments, tech companies, civil society, and
the media to counter disinformation, promote digital literacy, and defend against cyber threats.

Addressing the multifaceted challenges posed by Russian propaganda in cyber-attacks
requires a comprehensive approach that involves strengthening cybersecurity, enhancing
digital literacy, promoting media integrity, fostering international cooperation, and holding
those responsible for disinformation and cyber operations accountable. As the tactics and
strategies employed by state-sponsored actors continue to evolve, it remains crucial for
governments, technology companies, and civil society to remain vigilant and work together to
safeguard the integrity of information and the security of cyberspace.
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Conclusion

The Russia-Ukraine war has a significant cyber dimension, with both sides engaging in
cyber attacks and cyber espionage. The conflict began in 2014 when Russia annexed Crimea,
and since then, there have been numerous incidents of cyber activity. This issue was further
exacerbated by the Russia-Ukraine war that began in November 2022, during which Russia
intensified its cyber-attacks and actively used cyberspace in the process of waging war.

Russian state-sponsored hacking groups such as Cozy Bear and Fancy Bear have been
accused of targeting Ukrainian government agencies and critical infrastructure such as power
grids. These groups are also believed to have carried out attacks on Ukrainian media outlets
and political parties.

In response, Ukraine has developed its own cyber security capabilities and has been active
in countering Russian cyber attacks. Ukrainian security services have identified and disrupted
numerous Russian hacking operations, including the NotPetya malware attack, which caused
significant damage to Ukrainian businesses and government agencies in 2017.

The conflict has also used disinformation and propaganda on social media platforms, with
both sides trying to shape public opinion and undermine the legitimacy of the other’s actions.

Overall, the cyber dimension of the Russia-Ukraine war highlights the importance of cyber
security in modern conflicts and the potential of cyber attacks to cause significant damage to
critical infrastructure and national security.
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In the article, it is claimed that culture and art at the current stage of society s development are means
of propaganda. The propaganda itself has several semantic loads, which has both a neutral and a negative
context. It is essentially a neutral phenomenon, a social and psychological phenomenon. It is not a crime
under international criminal law. However, the use of propaganda as a powerful means of influence to
manipulate public consciousness has a negative connotation, as it tries to deliberately create images
and views that distort or replace information and facts, which in turn form the desired public opinion,
attitude towards a certain segment of the population, representatives of an ethnic group, nation, religion,
etc. Propaganda uses such techniques as dehumanization, generalization, stereotyping, suggestion,
substitution of facts, etc. At the present stage of development, propaganda has reached unprecedented
levels of distribution. Today, this has become possible due to informatization, technologization of all
spheres of society, active use of communication means, and social networks.
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Introduction

Culture has always played and continues to play a significant role in shaping both the
individual and society as a whole. It does not exist on its own, but is a creation of people, as
people create culture and culture creates people. Accordingly, culture is a relationship to time,
space, and each other. Today, the forms of relations are diverse and embodied in all spheres of
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human life. Culture is never innate, good or bad; it is always created, and thus, people create
order out of chaos. With the help of culture, people find ways and opportunities to subordinate
time, authority, and relationships, structure their lives, and follow established social rules and
norms together. In other words, people are not born with culture, but create it together with
other people.

Methodology

The research used both general scientific approaches, principles, methods (analysis,
synthesis), and philosophical ones, in particular, the method of historicism, hermeneutics, etc.

Results

Culture is constantly changing, both under the pressure of new conditions and circumstances:
globalization, technologization, informatization, massification, innovations, and the emergence
of new people who profess new values that correspond to the spirit of the times. Therefore,
the modern stage of cultural development can be defined as the development of information,
cyberculture, visual practices, etc. “Culture may be invisible, but it is very important. It not
only guides our behavior and feelings, but also gives meaning to everyday actions and the
world around us” (Braun & Kramer, 2019). In the period of formation, birth and decay of
culture, propaganda is also formed. In other words, culture falls into it's grip and can act as a
powerful propaganda technique, especially when using the media, social networks, and various
communication channels such as Viber, WhatsApp, etc. At the present stage of development,
propaganda is a form of communication in which images and views are deliberately created
by distorting or replacing information and facts, which in turn form the desired public opinion.
In other words, the public consciousness is being manipulated. Therefore, the statement
that “culture can be a weapon” is quite legitimate (Braun & Kramer, 2019). According to
well-known contemporary Netherlands corporate anthropologists D. Brown and I. Kramer:
“Culture is a source of power. Anyone can achieve power or influence if they follow cultural
rules and embody cultural values. People who are able to play by the cultural rules often
occupy a position of leadership” (Braun & Kramer, 2019). That is, those who are competent
in cultural games eventually gain power. After all, power and status play an important role
in any culture, but the attitude to them is different in each society. If we take the Netherlands
as an example, there is a lot of attention paid to equality issues, and leaders remain leaders,
but they do not demonstrate this at every step. They use subtle ways that are invisible to
others. In Asia, introverted behavior the ability to restrain and control oneself are valued. The
opposite type of behavior is observed in the United States. A leader must be an extrovert who
gives life-affirming speeches that motivate other people. Thus, culture can be used to construct
everyday reality through language, cultural rules, and values, and it can also serve as a means
of propaganda that spreads unnoticed among the masses, takes over the image of reality, and
is then perceived as familiar and true.

At the current stage of human development, the perception of reality has changed. It has
become dependent on virtual images created by the mass media. The end of the 20th century
was rightly called the century of cinema. It significantly changed the human worldview and
subordinated it to the logic of its own forms of image construction. Cinema has created a
special subject of communication. It is not an individual, but a mass-integrated consciousness.
That is why cinema and music are now powerful tools of propaganda influence both in the
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formation of an individual and society as a whole. The Russian-Ukrainian war demonstrates
the effective use of cinema, music and theater as propaganda tools, using famous actors,
singers, theater performers, and cultural and artistic figures who become opinion leaders and
shape attitudes toward ukrainians and other peoples. For example, the actress of “o.bunina”
broadcast a position that the victory in the so-called “great Patriotic war” belonged exclusively
to russia, while in her speech she called the rest of the world russia’s enemies. That is, not only
is the present being manipulated, but the past is being distorted and changed.

Indeed, cinema, music, art, advertising, leaflets, posters, television, and radio programs
carry both an ideological and propaganda load. The time of loud political slogans and agitation
is long gone. Now, it is time for hidden social and psychological manipulations. “Ideology in
mass cinema is ineradicable. It is fuelled by external factors, new messages, literary works,
scientific discoveries, sports victories. Every director is looking for information in the cultural
space that will influence the viewer in a transformed form” (Korablova, 2012). The Soviet
director S. Eisenstein claimed that the main purpose of the film is to manipulate the viewer in
the desired direction, through the appropriate use of pre-calculated pressures on his psyche.
After all, in his famous film “Battleship Potemkin”, the main idea was to create an image of
the invincibility and greatness of the revolutionary masses. G. Deleuze claimed that “the only
consciousness that operates in the cinema is the camera, it is sometimes similar to a person,
sometimes unlike a person, sometimes similar to a superhuman” (Deleuze, 2001). So, the given
examples show that cinema forms a new model of world perception, when a person already
thinks in the categories of film images, perceiving the world not according to his own feelings,
beliefs, or ideas, but through the mediation of existing multimedia means of communication.

Thanks to cinema, the materialization of the virtual takes place, when “the image no longer
becomes the world, but the world becomes its own image” (Deleuze, 2001). Therefore, the
films use propaganda techniques that can dehumanize the image of a representative of one
or another layer of society, representatives of other ethnic groups, nations, professions, etc.,
or, on the contrary, heroize non-existent people. For example, the “28 Pamphilovs” who took
part in the defense of moscow in 1941. However, this propagandistic literary fiction became
a legend and was actively used by the soviet union. Or the “feat of Matrosov”, who covered
the embrasure of a German pillbox. Today, historians and war researchers claim that such a
person did not exist. But the image created by Soviet propaganda was widely used for quite
a long time. It is possible not to go into history and give an example from our present. For
example, the image that russian propaganda created for the Ukrainian people as a whole, that
we are “Banderivetzes”, the “Azov” regiment, that they are Nazis and for a long time they
were recognized as an extremist organization, which could not be disseminated on the Internet,
which was as a direct result of russian propaganda. However, russians themselves would need
to clarify the meaning of the concepts of nazism and nationalism. Thus, cinema creates a new
concept of virtuality, which is not opposed to reality but becomes its expansion and deepening;
cinema performs an ideological function. It is a tool of influence on the mass consciousness.
It is no coincidence that the revolutionary orientation of cinema was already recognized by
such political ideologues as Hitler, Goebbels, Churchill, Stalin and others. Cinema was used
in the development and establishment of many totalitarian regimes, as it has a powerful power
of imaginative plasticity and reaches a large audience. Cinema has become a vehicle for the
newly emerging ideology of consumer society, as its images (and later television commercials
and talk shows) encourage constant viewing, participation, and consumption. The life of
a modern person cannot be imagined without the Internet, social media, the film industry,
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advertising, music, etc., which, due to their large scale, one might say have obtained global
popularity and are widespread used, significantly influence the formation of the worldview of
a modern person. Therefore, they are emerging as new ideological and propaganda modes that
both unite and divide humanity.

Despite the difficult circumstances, the Ukrainian media space today is being filled with
new content, films, cartoons, and television projects that can be considered ideological, which,
by necessity, are trying to assert national identity. Among these films are “Warriors of the
Spirit”, “Unconquered”, “Guide”, “Cyborgs”, “Khaytarma”, “Rhino”, “Sniper: White Raven”;
the animated film “Forest Warriors”; Jamala’s Eurovision Song Contest 2016 entry “1944”,
etc. And after the war is over, we believe that there will be a large number of film products
that will not just show this terrible war, but will reveal the real heroes who are fighting for
our independence and self-sufficiency. Through the consumption of film industry products,
an individual develops appropriate worldview guidelines that significantly affect the creation
of a corresponding value system. It should be noted that the film industry contains many
ideologies and ideologemes, rather than clearly formed ideological narratives, which, in turn,
have both constructive and destructive effects on personal development. These films can be
divided into several groups. The first group includes films that deal with the liberation struggle
of the Ukrainian people. In particular, these are “The Unconquered” and “Warriors of the
Forest”; the second group includes films that characterize the contemporary development of
the Ukrainian state and thus form the national identity: “Warriors of the Spirit”, “Khaytarma”;
protest against the only possible state ideology that “breaks” people’s destinies — “1944”, etc.;
and the third group is our present, the Russian-Ukrainian war. The film “The Unconquered”
illustrates the events of the 1950s, when the Ukrainian people’s active liberation struggle for
independence was underway, and it was a struggle between unequal forces: on the one hand,
groups of Ukrainian rebels, and on the other, battalions of red army soldiers who destroyed
and burned down entire villages in search of independence fighters. Contemporary Ukrainians
should watch this film with an open mind, as the processes of national identity formation are
not a thing of the past, and the Russian-Ukrainian war did not happen in 2014 or in 2022 — it is
a century-long struggle. The process of national identity formation is long, complex, and vital.
It should also encourage us to know our own history without unnecessary interpretations and
suggestions from the outside. Yes, our history is not simple, we have complicated relations with
all our neighbours, but the present and knowledge of history allow us to accept it as it is, and not
to turn history into a means of propaganda, as russia does, for example. Our history has quite
a number of “white” pages, due to its rewriting, destruction, and appropriation, in particular
by Russia. For example, the name “Kyivan Rus” is removed from modern history textbooks,
the word “Kyivan” is removed, and only “Rus” is left. The film “The Unconquered” does not
claim to be historically accurate, although some of the facts from the lives of the protagonists
did take place in history. The film should be viewed with curiosity, as it intertwines fascism,
totalitarianism, and nationalism in a powerful way. That is, the main ideological narratives of
the 20th century. It shows that we should not treat history as a process that constantly repeats
itself, that is, when it is often said that history is cyclical, but in our opinion, history is the
comprehension and awareness of lost opportunities in relation to the present.

Modern Ukraine is going through difficult, complex and tragic times and, at the same time,
it is a period of great opportunity. These are external challenges and internal contradictions
that, on the one hand, harden us as a nation, and, on the other hand, we should not succumb
to the destructive consequences in order to withstand the “winds” of history. And the film
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“Warriors of the Spirit” is such a powerful illustration of current events. The film’s authors,
T. Kulakovska and A. Martynenko, do not call the defenders of Donetsk airport cyborgs on
principle. In their opinion, they are not soulless mechanisms, but living people: someone’s
sons, husbands, fathers, who are symbols of resilience and indestructibility. It is their example
that encourages everyone to remain human and unbreakable in a fateful “borderline situation”
under any circumstances. The echoes of the past have a powerful influence on the current
historical development of the Ukrainian state. The ideology of totalitarianism changed the
lives of many millions of people, and the events of the film “Khaytarma” take place during
the Second World War, namely during the liberation of Crimea in 1944. At the same time, one
of the crimes of the Soviet Union takes place — the deportation of the indigenous population
of Crimea, the Crimean Tatars. The protagonist is a pilot, twice Hero of the Soviet Union
Amet-Khan Sultan. After the liberation of Sevastopol in 1944, he goes on holiday to his native
Alupka, where he witnesses the deportation of Crimean Tatars, including his family. It is worth
noting that Soviet propaganda created an appropriate image of the Crimean Tatars, which
was supported and consumed by the rest of the population of the Soviet Union for quite some
time. Only in the late 1990s did Crimean Tatars begin to return to their homeland en masse,
but no one was waiting for them there. The authorities refused to allow them to build their
own homes, to register, etc. In the same context, Jamala’s world-famous song “1944” also
highlights the events of deportation. The singer told the world the story of her own family, but
this is the story of an entire people who were deprived of their homes, history, language, and
the right to self-affirmation. It seemed that the times of totalitarianism were already in the past,
but the current situation shows new forms of its existence.

So these are examples of quite high-quality ideological new Ukrainian cinema. It combines
the fates of people who are unique and inimitable, on the one hand, and, on the other hand, an
ideological powerful machine that destroys these fates. Today, no one interprets the individual
and sets the framework for presenting an idea to the director. The personality independently
draws conclusions and forms his or her own attitude to certain events that are transferred to
cinema. It acts as a mechanism and instrument of ideological and propaganda influence on
both individual and mass consciousness.

Indeed, the film industry is a powerful mass art form that is popular enough to unite
contemporary humanity, forming relevant ideological guidelines and values, as a result of its
powerful ideological and propaganda influence, and, on the other hand, to divide and fragment
humanity. “Cinema art... has ideological modes, which are assessed by both the public and
film critics as inferior from an artistic point of view. Cinema is of necessity permeated with
ideology: it creates a symbolic space that creates broadcasts and represents ideologies and
ideologemes” (Korablova, 2014).

Thus, a rather important point in defining propaganda and its impact on public consciousness
is the medium of propaganda and the means of its dissemination. And here difficulties arise
in defining it. When, for example, on the one hand, it is delivered by “us”, then propaganda
is education and information, and when it is delivered by “them”, then propaganda usually
has a negative context. For example, Garth Jowett and Victoria O’Donnell define the concept
of “propaganda” as follows. According to them, “Propaganda is a deliberate and systematic
attempt to change perceptions by manipulating cognition and, accordingly, to direct human
and social behavior to achieve a reaction that ultimately leads to the desired intention of the
propagandist” (Kamali & Goudarzi, 2022). In the context of our research, it is worth paying
attention to R.A. Nelson’s definition of propaganda. He argues that “Propaganda is neutrally
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defined and appears as a systematic form of deliberate persuasion that influences the emotions,
attitudes, opinions and actions of a target audience for political, ideological or commercial
purposes through the controlled transmission of one-sided messages that may or may not be
consistent with the facts” (Jowett & O’Donnell, 20006).

Thus, propaganda is a means of manipulation in any sphere of human life (politics, economics,
religion, etc.). The main task of propaganda is to change the way people understand a particular
issue, situation, event, and these changes are usually directed in the desired direction of the
interested group of people (political parties, leaders, rivals, enemies, etc.). Propaganda has its own
peculiarities and differences from other forms of persuasion. It is based on lies and spontaneity.
Propagandists usually know in advance that they are broadcasting false facts and information,
i.e. they do it intentionally, consciously. That is why they should be held accountable on a par
with those who order this manipulation. For example, the case that was one of the very first cases
to be tried at the Nuremberg Tribunal. J. Streicher was the editor and owner of the anti-Semitic
publication “Der Stiirmer”. His propaganda statements were exclusively anti-Semitic and built
around a single word: “Jew” and the adjective “Jewish”. He was convicted for the propaganda
he spread in his publications and was punished for crimes against humanity. In 1946, he was
sentenced to death. Another example that took place in the history of the former Yugoslavia.
The International Criminal Tribunal for the former Yugoslavia is the case of Vojislav Seselj, a
political leader and head of the Serbian Radical Party. He had a PhD in law and was the author
of 150 books. However, he was convicted for a single speech he delivered in May 1992 as part
of a political campaign. In his speech, he included both hate speech and threats against the local
non-Serb population, the Croats. V. Seselj was convicted of crimes against humanity. He was
sentenced to 10 years in prison, which he has already served in The Hague.

Conclusion

Thus, propaganda is a powerful weapon, especially in war. It is actively used to dehumanize
and create a sense of hatred towards the enemy, both external and internal, by creating a false
image in the minds of both individuals and society as a whole. This can be achieved by using
derogatory, racist language, deliberately avoiding certain words, or by using unconfirmed
statements, information about enemy atrocities, etc. The goal of propaganda is to create an
image of reality that makes the population feel that the enemy has brought injustice, which can
usually be imaginary or based on facts. The own population must believe that they are defending
justice. For example, russian and belarusian propaganda convinced their own population that
they are being attacked, that they have the second army in the world, and that bombing civilians
is liberation, kidnapping children is about creating comfortable living conditions and convincing
these children that their parents have abandoned them, that Ukraine does not need them, etc. So,
in our opinion, in this case, propaganda turns into a crime against humanity.

That is, propaganda uses any means to spread ideas and guidelines among a wide range of
people in order to convince them of the correct course of development to justify their actions
and deeds. Culture and art can also be not just hostages of propaganda, but can also turn into
it. Quite often, we hear the thesis “Art is out of politics”, but as the present day shows, art and
culture, in general, are becoming powerful means of influencing the public consciousness. Quite
often, actors, cultural and artistic figures today become politicians who use their popularity and
recognition to implement a political project, and propaganda is a powerful means of disseminating
ideas, views, and programs for further social development.
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We are swiftly nearing the end of the decade since the United Nations General Assembly adopted a
resolution that endorsed an all-encompassing action plan for sustainable development up to the year 2030.
The final document, titled “Transforming our World: The 2030 Agenda for Sustainable Development,”
delineates 17 Sustainable Development Goals (SDGs) and 169 targets, representing an unparalleled global
commitment to sustainable collaborative endeavors aimed at a comprehensive and universally synchronized
international cooperation initiative. This international commitment seeks to yield advantages for everyone,
spanning current and forthcoming generations, while upholding the rights and responsibilities of nations as
dictated by international law. Ukraine, as a forward-thinking nation aspiring to integrate seamlessly into the
rapidly evolving European and global community, lends its support to the pursuit of the SDGs. Consequently,
acknowledging the distinctive context of our country’s progress, Ukraine has crafted the “Sustainable
Development Goals: Ukraine” National Report. In December 2020, the Cabinet of Ministers of Ukraine
underscored the significance of incorporating the SDGs into the conception and execution of all pertinent
Jacets of state policy. As a result, the SDGs have evolved into guiding tenets on the domestic stage, molding
both programmatic and anticipatory documents. The latest energy security assessments by the United Nations
Development Programme (UNDP) underscore the substantial repercussions stemming from disruptions to
pivotal substations and major generation facilities, including thermal power plants and combined heat and
power plants (CHPs), on critical urban infrastructure. The centralized generation framework also poses
obstacles to consumption regulation and hampers the assimilation of renewable energy sources, such as solar
and wind, which are pivotal for curtailing carbon dioxide emissions.

To tackle these issues, coupled with the devastating effects of Russian military aggression, it is crucial
to develop additional maneuvering capacities within the power system. Constructing modern, highly
maneuverable, and environmentally friendly generation facilities, including thermal biomass plants, electricity
storage systems, and hydroelectric storage facilities, dispersed throughout the territory, will enhance system
flexibility and promote the utilization of renewable energy sources. Increasing the share of renewables in the
power system is a priority. Implementing strict regulations on solar power plant construction without energy
storage devices and coordinating the development of wind generation capacities with the expansion of flexible
power generation capacities are necessary steps to achieve sustainable growth in the energy sector:
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Introduction

As global attention turns increasingly towards sustainable development and mitigating the
impacts of climate change, the energy sector plays a pivotal role in shaping the trajectory
of a greener future. However, in conflict and post-conflict settings, where infrastructure has
been severely damaged and socio-economic stability remains fragile, the pursuit of sustainable
energy transitions presents unique challenges. This article aims to shed light on the capacity
of such settings to draw investments and implement sustainable energy developments, going
beyond mere charitable relief programs. Additionally, it explores the long-term potential of
renewable energy investments in conflict and post-conflict regions, specifically when viewed
through the lens of the United Nations sustainable development goals (SDGs).

Post-war countries often face numerous obstacles when attempting to attract investments
and rebuild their economies. At the same time, the energy sector holds the promise of driving
both economic growth and environmental sustainability. With proper planning and strategic
investments, it can facilitate a transition towards decarbonized energy systems, which aligns
perfectly with the United Nations’ sustainable development goals International Agenda 2030.
In particular, renewable energy, such as solar, wind, and hydropower, holds enormous potential
in such settings due to its adaptability and the abundance of untapped natural resources.
Hence, this research will attempt a foray into this topic, highlighting the role of international
collaborations, public-private partnerships, and innovative financing mechanisms in driving
these projects forward (Pohodenko, 2023). While charitable relief programs are crucial for
addressing immediate humanitarian needs, they are often short-lived and insufficient for
driving sustainable development in conflict and post-conflict regions. This research, therefore,
emphasizes the importance of providing for energy security, fostering economic stability,
and creating employment opportunities for local communities. In particular, the article will
highlight the potential for win-win scenarios where investors can benefit from profitable
ventures while contributing to the social and environmental betterment of the region.

Investing in the energy sector in conflict and post-conflict settings is not without
challenges. The article will delve into the obstacles, such as political instability, security risks,
and regulatory uncertainties, while examining the role of capacity-building initiatives, policy
frameworks, and risk mitigation strategies in creating an enabling and fruitful environment for
sustainable energy capacity development.

As the world strives to achieve the United Nations sustainable development goals, energy
transitions in conflict and post-conflict settings emerge as crucial opportunities for progress.
By examining successful examples of renewable energy developments in such regions, this
research demonstrates that sustainable investments in the energy sector can be a catalyst for
long-term growth, environmental preservation, and socio-economic stability. Collaborative
efforts from governments, international organizations, and private investors are essential to
harness the untapped potential of these settings and pave the way for a greener and more
sustainable future (Vinuales, 2023).
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The building blocks of the energy transition agenda

The invasion of Ukraine occurred during a critical juncture marked by insufficient progress
towards achieving the net-zero transition. Economic challenges were hindering the acceleration
of this transition, while mounting physical risks underscored the urgency of addressing climate
change. Even before the invasion, despite increasing public- and private-sector commitments
in 2021, the world was not on track to achieve net-zero greenhouse gas emissions by 2050.
Even if all existing commitments were met, global warming temperatures would still surpass
the desired stabilization target of 1.5°C. Moreover, many of these commitments lacked the
necessary financial backing and execution plans (Samandari et al., 2022).

Prior to the invasion, the global economy was grappling with multiple preexisting
conditions. The COVID-19 pandemic, a once-in-a-century crisis, caused an estimated
25 million deaths and significantly impacted the world economy, increasing global public
debt and leading to a decline in global GDP. As a result, supply chains were strained, energy
markets were tight, and commodity prices had soared to ten-year highs. Russia’s invasion of
Ukraine further exacerbated these trends, posing a threat to lives, livelihoods, energy security,
and food affordability for vulnerable populations worldwide (Ibid).

At the same time, the effects of climate change were becoming increasingly apparent,
with extreme heat waves in India and worsening droughts in the American West. The United
Nations Intergovernmental Panel on Climate Change Sixth assessment report, released shortly
after the invasion, issued a dire warning that climate change was already having significant
impacts on human and natural systems. It emphasized the urgent need for action to avert the
most catastrophic consequences of continued warming. At the global scale, as we assess the
potential impact of the ongoing conflict on climate action, it is crucial to recognize that the
absence of climate action could, in turn, escalate the risks of future conflicts, both within and
between nations, as competition over scarce resources such as food and water intensifies.

In light of these challenges and the interconnectedness of the said global issues, addressing
climate change and promoting sustainable practices becomes more imperative than ever in
that there is a pressing need for the international community to come together in order to build
resilient and equitable strategies that not only mitigate the effects of climate change but also
foster stability and cooperation in the face of mounting geopolitical challenges. Only through
concerted efforts can we hope to secure a sustainable and prosperous future for all.

The transition towards a sustainable energy system relies on three main physical building
blocks: technology innovation, the establishment of efficient supply chains to facilitate the
deployment of new technologies, and access to crucial natural resources (Ibid). However,
recent developments such as disruptions to production and distribution centers in Ukraine,
economic sanctions against Russia, and reduced international cooperation have impacted these
underlying sustainability foundations. Accordingly, in the short term, technological innovation
is likely to accelerate as stakeholders seek more cost-effective alternatives to mitigate the
effects of rising energy and commodity prices. Additionally, there is an increasing recognition
of the importance of measures such as carbon capture and sequestration. As a result, renewable
energy funds have experienced a notable influx of capital, reversing a previous downward
trend (Galeta, 2022).

Conversely, challenges may arise in executing the scenario whereby we expand net-zero
infrastructure to accommodate logistical stresses resulting from market reorganization due
to sanctions and soaring energy prices. These pressures can strain the intricate multinational
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supply chains essential for net-zero technology and cause a nationwide energy sector crisis.
However, the most significant negative near-term impact on the physical building blocks is
expected to stem from reduced access to key natural resources. Russia's dominant position in
crucial minerals like copper, nickel, and silicon has already caused a significant supply-side
shock. These materials are vital inputs for essential net-zero technologies such as onshore and
offshore wind turbines, solar panels, electric vehicles, and battery storage. The war in Ukraine
could lead to shortages, exacerbating an already strained renewables supply chain, which has
seen long-term contracts for wind and solar generation increase by 19% and 12%, respectively,
over the past year (Ukraine Energy Damage Assessment, 2023).

The interplay between technology innovation, supply chains, and access to natural
resources remains critical in the ongoing energy transition. While some areas may experience
positive developments, the challenges brought about by geopolitical and economic disruptions
necessitate careful consideration and strategic planning to ensure a successful and sustainable
transition to a net-zero energy future.

UN sustainability benchmarks

Published in 2017 United Nations report presents the adapted results of 17 global
Sustainable Development Goals (SDGs) in the specific context of Ukraine. Taking into account
the long-term global sustainability agenda, national forecasts up to 2030 were developed using
multifaceted scenario approaches to chart the country’s protracted development trajectory. The
Data for this report was sourced from the State Statistics Service of Ukraine and included
valuable contributions from other relevant line ministries.

In particular, the Ministry of Economic Development and Trade of Ukraine spearheaded
this participatory process in 2016, engaging in discussions on SDGs within various groups
that included a wide range of sustainability topics touching on equitable social development,
sustainable economic growth and employment, effective and accountable management, putting
an impartial judicial system in place, as well as striving towards environmental equilibrium and
sustainable development. In total, over 800 leading experts in the variegated thematic SDG
areas contributed proposals and actively participated in establishing national tasks to ensure
efficient strategies are pursued with sufficient oversight and unbiased assessments. To this end,
a vast majority of experts represented relevant ministries, government agencies, UN agencies in
Ukraine, international organizations, the business community, expert groups, public organizations
(with a focus on representing vulnerable groups’ interests), as well as representatives of the
broader civil society (Sustainable Development Goals, 2017). As a result, the process received
unilateral support from all UN agencies in Ukraine, especially the United Nations Development
Programme (UNDP), which took on the task of providing secretarial support.

As a result, the report is a fruitful cumulative outcome of this participatory and inclusive
process, offering a roadmap for Ukraine’s development 10+ years ahead up to the year 2030
based on 17 specific goals. Of particular importance to us are goals 7, 9, 11 and 12. Hence, the
decarbonization of the energy system stands as one of the most significant and urgent challenges
of the 21* century. As the energy sector contributes approximately two-thirds of global
CO, emissions, the imperative to develop a climate-friendly energy system based on renewable
sources becomes paramount in combating climate change. This profound transformation extends
beyond technical infrastructure and holds far-reaching economic and societal implications,
making it a crucial area of study for transformative research at RIFS (Ibid).
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The energy transition not only drives the adoption of renewable technologies but also
sparks the emergence of innovative business models and organizational forms. It leads to the
development of new practices and ways of life, redefines responsibilities, reshapes governance
structures, and redistributes power dynamics. Within RIFS, five research groups investigate
these change processes within the context of the energy transition, collaborating with societal
stakeholders to devise sustainable solutions.

A particular emphasis of this research lies in exploring the social, political, and institutional
dimensions of the energy transition. Researchers delve into the multifaceted evaluation of socio-
technical options to foster a low-carbon economy. The institute’s work involves considering
the broader implications of these options, acknowledging the interconnectedness of social
and technical aspects (Ibid). Internationally, various European and global research groups are
dedicated to studying the social sustainability of the energy transition. Additionally, they focus
on examining the potential transformation of international governance and cooperation in the
context of a global energy transition. This collaborative effort aims to address the complexities
and challenges associated with transitioning to a more sustainable and climate-resilient energy
system on a global scale.

Another related crucial aspect of this involves cooperation between Ukrainian researchers
and their European and international counterparts. Together, they investigate the potential
benefits and risks associated with conflict and post-conflict settings capacity to attract
investments and undertake sustainable energy transitions. This collaboration aims to surpass
purely charitable relief programs, offering insights into how these settings can navigate their
energy needs in a way that ensures long-term sustainability and resilience (Towards a Green
Transition, 2023).

Overall, the work being conducted at RIFS and among international partners underscores
the urgency of addressing the energy transition and its multi-dimensional impact. By studying
diverse aspects of this transformative process, researchers strive to shape a future characterized
by a low-carbon economy and a more sustainable and equitable energy system.

UNDP data assessment and sustainability forecasting

The obsolescence of coal-fired generation presents a unique opportunity for the acceleration
of the energy sector green transformation, recovery, and decentralization in Ukraine. This
entails phasing out coal and distributing generation capacities, requiring a combination of
advanced technology, a greener energy mix, improved governance, and access to financing.
Considering limitations on grant financing availability, infrastructure projects funded by
international partner grants should serve as pilot project testing ground. These projects can then
be expanded through private and blended private-public financing, becoming key elements in
a multi-step transformation.

To achieve a greener energy mix, adopting superior technologies such as upgrading
standards and high voltage transmission and developing decentralized generation for power
backup and enhanced flexibility is crucial. The introduction of energy storage systems can
catalyze the development of wind and solar capacities. Hence, measures like raising alternative
energy capacity potential through support for biomass-fired generation, as well as investing
in green technologies like wastewater treatment, coal phase-out, and reducing CO2 and
methane emissions, further promotes sustainable energy practices (Ukraine Energy Damage
Assessment, 2023).
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Infrastructure investments must be accompanied by consistent efforts to strengthen
governance and transparent access to financing. Establishing an “Accelerator” will prioritize
and upscale prioritized projects to enhance and bolster Ukraine’s recovery efforts. Institutional
partnerships should unite investment attraction and infrastructure project implementation
while enhancing good governance. Improving management capacity, with particular emphasis
put on municipal utilities, making sure the private sector is fully engaged in recovery, as well
as taking advantage of various risk mitigating mechanisms while promoting decarbonized
energy sector development are essential steps in this process.

To ensure effective planning and implementation of Ukraine’s energy sector recovery, data
transparency and regular updates are vital. The UNDP supports the Government of Ukraine in
setting up a centralized database to consolidate energy sector losses, cross-check data during
the war, and monitor recovery efforts. Engaging in an initial assessment of the energy and
critical municipal infrastructure’s current state is crucial, analyzing prerequisites for locally-led
sustainable recovery goals at both national and local levels. The destruction of the Kakhovka
Dam severely impacted critical infrastructure in the Kherson area, with reliable information
regarding its effects on the national power system as a whole is still pending. Still, preliminary
evaluations already suggest that over 200 distribution power substations and dozens of boiler
houses were destroyed. UNDP has commenced data collection and will present its findings in
the next RDNA report (Ukraine Energy Damage Assessment, 2023).

Solutions to the energy supply crisis

Enhancing the energy security of cities requires prioritizing power supply to critical
infrastructure facilities during power grid failures. Presently, large cities and urban areas in
Ukraine account for about 70% of the population, concentrating significant electricity, heat,
water supply, and sewage systems within a relatively small area. Disruptions in electricity
provision lead to the absence of essential services for the population. Ukraine’s power
system (IPS) is a large centralized network with a concentration of generating capacities
in specific regions, making it vulnerable to attacks. Damage to key substations and large
generation facilities, such as thermal power plants and CHPs, significantly impacts critical city
infrastructure. Centralized generation also poses challenges in regulating consumption and
hinders the integration of renewable energy sources like solar and wind, crucial for reducing
CO? emissions (Towards a Green Transition, 2023).

In order to effectively address these challenges, it is paramount that our government
focuses on developing additional maneuvering capacities in the power generation system.
Building modern, highly maneuverable, and environmentally friendly generation facilities,
such as thermal biomass plants, electricity storage systems, and hydroelectric storage facilities,
dispersed across the territory will improve system flexibility and enhance the use of renewable
energy sources. Increasing the share of renewables in the power system is a priority. Strict
regulations on constructing solar power plants without energy storage devices and coordinated
development of wind generation capacities with increasing manoeuvering capacities are
necessary for sustainable growth (Kuzmenko, 2022).

To ensure energy sustainability, there should be a gradual phase-out of coal generation.
Existing coal-fired facilities are inefficient, outdated, and exceed their intended lifespan. The
abandonment of coal will not only fulfill Ukraine’s international commitments to reduce
emissions but also enhance environmental friendliness and efficiency. During the phase-
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out of coal, the development of natural gas production can serve as a transitional substitute.
Maximizing domestic gas production to meet demand will boost energy security, particularly
during systemic power system failures. The engagement of private investors and modern
technologies is crucial for developing domestic gas production (Ibid).

Nuclear generation remains a foundational power source, requiring gradual modernization
ofthe reactor fleet and dispersed nuclear generation based on small modular reactor technology.
Additionally, enhancing large hydropower, particularly pumped storage power plants, will
increase hydropower generation capacity, contributing to power system balance. Overall,
implementing these measures will foster a more secure, sustainable, and flexible energy sector
in Ukraine, aligning with mid-term energy sector priorities.

Conclusions

In order to address these challenges, the development of added maneuvering capabilities
within the power grid becomes imperative. The creation of contemporary, exceptionally
adaptable, and eco-conscious generation infrastructures is essential. This encompasses
advanced thermal biomass plants, electricity storage networks, and hydroelectric storage
installations, strategically distributed across the region. This strategic placement will bolster
the adaptability of the system and advance the utilization of renewable energy resources.
Elevating the proportion of renewables within the power framework stands as a pivotal
nationwide objective.

Enforcing stringent regulations regarding the establishment of solar power facilities
devoid of energy storage mechanisms, alongside orchestrating the expansion of wind-
generated power capacities in conjunction with the amplification of supple power generation
capabilities, emerges as indispensable measures to attain sustainable progress within the
energy domain.

Ukraine’s aspirations aimed at integrating into the European and global community is fully
synchronized with and supports the pursuit stated in line with the UN Sustainable Development
agenda. Hence, by recognizing the unique context of our country’s development reflected in the
National Report on “Sustainable Development Goals: Ukraine” it is paramount to underscore the
importance of considering the said SDGs in the formulation and implementation of all relevant
aspects of state policy. Accordingly, the SDGs ought to become the guiding principles at the
national level, with particular emphasis put on shaping the transformation and development of
our energy sector as Ukraine attempts to transition to a higher level of a resilient carbon-free
economy model, taking into account Russia’s continued efforts to destabilize and destroy our
energy system and infrastructure.

The author is convinced that amidst the many challenges posed by Russia’s destabilizing
activities our policy-makers, scientists, educators, and the general public must take all
of the necessary steps to adapt to these shifting imperatives. This, in turn, calls for a more
flexible strategic model of sustainable development, one that prioritizes socio-economic,
environmental, and educational aspects. By adopting comprehensive EU policies that address
these pressing challenges at the systemic level, Ukraine can cement its commitment to
sustainable development in the face of current turbulent circumstances.
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Introduction

Continuous dynamic development of Ukraine in the humanitarian sphere, European
integration and building a high-quality socio-cultural dialogue with European partners
generates a number of challenges. Such challenges are connected (among other things) with
the development of the education system in Ukraine and its corresponding legal support.

The process of updating the content of education is a defining component of the reform
of education in Ukraine and provides for bringing it into line with the modern needs of the
individual and society (Resolution of the Cabinet of Ministers of Ukraine “On the State
National Program “Education”” (Resolution, 1991). Such a process involves the study of
the European experience and the existing situation in Ukraine: it concerns both the practical
implementation of the principles and their legal support with the determination of prospects
for further development.

One of the basic topics in such a case is the introduction of European standards of science
education in Ukraine. As you know, at the very beginning of the development of Ukrainian
statehood, the requirement to observe the principle of scientificity, including in the field of
education, was established at the imperative level. In turn, the level of development of science
and technology at the national level is a determining factor in the progress of society, improving
the well-being of citizens, and their spiritual and intellectual growth. This is due to the need for
priority state support for the development of science as a source of economic growth and an
integral component of national culture and education, creating conditions for the realization of
the intellectual potential of citizens in the field of scientific and technical activities, ensuring
the use of achievements of domestic and world science and technology for the satisfaction of
social, economic, cultural and other needs (The Law of Ukraine, 2015).

According to the authors of report, one of the basic modern European framework documents
with recommendatory force is “Science education for responsible citizenship”, which was
developed in 2015 by a number of European experts with the highest qualifications in the field
of'education. The analysis of the recommendations specified in this document makes it possible
to create an idea of the standards in the field of science education in Europe and implement the
alignment of the existing Ukrainian educational system, based on the capabilities and needs
of Ukraine. Trying to become a real part of the European family, Ukraine should intensify the
socio-cultural dialog at all the spheres of social life: education, science, culture, economy,
politics, etc. Thus, effective European practices of science education could be rationally
implemented in the Ukrainian education area.

“Science education for responsible citizenship” and one’s role in
education globalization and socio-cultural dialogue

“Science education for responsible citizenship” as report to the European Commission
of the expert group on science education: “This publication on science education offers a 21
century vision for science for society within the broader European agenda. It is the culmination
of many months of work by a group of experts brought together by the Commission in 2014”
(Science education for responsible citizenship, 2015: 5). The document offers the global
(at least, European wide) vision of science education development.
The mentioned report is aimed primarily at science education policymakers. The document
has seven main paragraphs: addressing societal challenges, a description why science education
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matters, problems and challenges in science education, the way forward, recommendations to
the European Commission, a program for science education research, and interesting practices
promoting responsible science education. This paragraphs qualitatively reveal the specifics
of building responsible citizenship through reforming the education system in the vector of
strengthening science education.

At the beginning, like an explanation of addressing societal challenges, attention is focused
on the variability of the modern world, which is caused by the continuous development and
integration of all spheres of social life. Such a situation encourages the development of all
systems and their dynamic interrelationship. One of such systems is the educational system,
which has created to form a new dynamic personality (Science Education for responsible
citizenship, 2015: 12-13).

In addition to this, in the next chapter, the report provides clear arguments for why science
education matters and is extremely relevant: it encourages the development of a culture of
scientific, analytical and critical thinking; provides confidence in the future; promotes talent
development and career growth, integration of labor markets in the EU, expansion of the sphere
of influence of the scientific community, etc. (Science education for responsible citizenship,
2015: 14-15).

Problems and challenges in science education are constantly growing and today are
characterized by the unevenness of basic scientific literacy, the lack of equal access to science
for all those who want it, the decrease in awareness and interest in science, the lowering of the
qualifications of teachers, the lack of investment and strategic cooperation (Science education
for responsible citizenship, 2015: 16-17).

The way forward for the implementation of science education is revealed through six main
views:

1. Science education should be an essential component of a learning continuum for all,
from pre-school to active engaged citizenship;

2. Science education should focus on competences with an emphasis on learning
through science and shifting from STEM to STEAM by linking science with other
subjects and disciplines;

3. The quality of teaching, teacher induction, pre-service preparation and in-service
professional development should be enhanced to improve the depth and quality of
learning outcomes;

4. Collaboration between formal, non-formal and informal educational providers,
enterprise, industry and civil society, should be enhanced to ensure relevant and
meaningful engagement of all societal actors with science and increase uptake
of science studies and science-based carcers to improve employability and
competitiveness;

5. Greater attention should be given to promoting Responsible Research and Innovation
and enhancing public understanding of scientific findings and the capabilities to
discuss their benefits and consequences;

6. Emphasis should be placed on connecting innovation and science education
strategies, at local, regional, national, European and international levels, taking into
account societal needs and global developments (Science education for responsible
citizenship, 2015: 18-26).
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In the last chapter of the document, we can see interesting practices promoting responsible
science education: two sets of examples have been chosen to inspire teachers and teacher
educators and trainers, enterprise and industry, social organizations and policymakers to
promote responsible science education: “The first set provides examples from EU FP7
projects. The second set includes a wide range of initiatives that have been tried out in schools,
classrooms, in pre-service and professional development programmes, with enterprise,
industry and municipalities and in other formal, non-formal and informal educational settings.
All examples show, that with creativity and motivation and through collaboration, responsible
science education can be enhanced to the benefit of citizens of all ages” (Science education for
responsible citizenship, 2015: 42).

The main massage of the discussed report is to identify six key objectives and associated
recommendations, which in combination, can help bring about the systemic changes required
to generate a sustainable effect across societies and in communities (Science education for
responsible citizenship, 2015: 7). We see, that representation structure of objectives and
recommendation to them is logical and also colludes actions.

As an example, for the first objective there are two main recommendations:

“Education policies and systems should:

- ensure that science is an essential component of compulsory education for all
students; support schools, teachers, teacher educators and students of all ages to
adopt an inquiry approach to science education as part of the core framework of
science education for all;

- address socio-economic, gender and cultural inequalities in order to widen access
and provide everyone with the opportunities to pursue excellence in learning and
learning outcomes;

- create mechanisms to foster individual reflection and empowerment.

Science education should balance requirements of breadth and depth of knowledge about
science to ensure young people and adult learners are both motivated for learning and equipped
to fully engage in scientific discussions and decisions and to facilitate further and deeper study”
(Science education for responsible citizenship, 2015: 8).

The current state of the Ukrainian legislation
in the sphere of science education

Today, the issue of science education in the current legislation of Ukraine is insufficiently
regulated, which is evidenced by the current normative legal acts, as well as existing draft laws
in the field of education.

It remains clear that the issue of strengthening the scientific nature of education in Ukraine
is a European integration process, and the adaptation of Ukrainian legislation and educational
practice to EU legislation and standards is a priority component of the process of Ukraine’s
integration into the EU and a priority direction of Ukrainian foreign policy (The Law of
Ukraine, 2004).

The analysis of “Science education for responsible citizenship” proves the purely advisory
nature of the European recommendations, but highlights the main trends and vector of
development not only of the practical nature of the implementation of educational activities,
but also the normative consolidation of the paradigm of the scientific nature of education.
In addition, the study and implementation of the specified EU recommendations is part of
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international cooperation in the education system, which the state contributes to by, among
other things, creating legal conditions, i.e. making appropriate changes to the current legislation
and subordinate regulatory legal acts.

Analysis of the Law of Ukraine “On education” indicates that innovativeness (based
primarily on scientific knowledge) is one of the main indicators of education as a state priority
(The Law of Ukraine, 2017: article 5, clause 1), and the direct scientific nature of education
and integration into the international educational and scientific area are the basic principles
of educational activity in Ukraine (The Law of Ukraine, 2017: article 6). In addition, it is
necessary to note the fact that the Ministry of Education and Science of Ukraine, the National
Academy of Sciences of Ukraine, national branch academies of sciences of Ukraine, bodies
for ensuring the quality of education, central bodies of executive power to which educational
institutions are subordinate, academic, branch research institutes, educational institutions,
other scientific, scientific-methodical and methodical institutions in cooperation with relevant
enterprises, creative unions, associations, societies, public associations, including professional
organizations (professional associations), employers’ associations, independent educational
assessment and quality assurance institutions (The Law of Ukraine, 2017: article 75).

However, at the empirical level, science education in Ukraine is mistakenly associated
exclusively with higher education or specialized science education. In the case of higher
education, the legislator implements a direct reference to the inseparability of the scientific,
scientific-technical and innovative component in the activities of higher education institutions
(The Law of Ukraine, 2017: article 17), which, first of all, concerns the training of Ph.D. and
doctors of science. In the case of scientific direction specialized education, the legal norm
goes deeper into the formulation of the definition: “Scientific direction education is a type of
specialized education based on research-oriented training, aimed at in-depth study of specialized
subjects and acquisition of competencies necessary for further research, experimental, design,
inventive activity” (The Law of Ukraine, 2017: article 21).

The legislator emphasizes that the state is entrusted with the duty of creating conditions for
the involvement of student youth in scientific and scientific and technical activities, including
through the system of specialized education institutions of a scientific profile, in particular
the Junior Academy of Sciences of Ukraine (organizes and ensures the participation of
student youth in research and experimental, scientific, design, inventive and search activities,
contributes to the formation of the intellectual capital of the nation, the education of the future
scientific change, the status and principles of its activity are determined by the Law of Ukraine
“On scientific and scientific-technical activity” (The Law of Ukraine, 2015).

In terms of the practical implementation of EU recommendations in the field of science
education, the main task of the Law of Ukraine “On scientific and scientific-technical activity”
is to define the main goals, directions and principles of state policy in the mentioned fields
including international scientific and technical cooperation.  During the analyze of the
legally established goals of Ukrainian policy in the field of scientific and scientific-technical
activity, it is possible to select those goals that are directly correlated with educational activity:

- achieving a high level of development of science and technology;

- multiplication of national wealth (educational and intellectual potential belongs to
the intangible wealth of the nation) based on the use of scientific and scientific-
technical achievement;

- creation of conditions for achieving a high level of intellectual development by
using modern achievements of science and technology;
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- creation of conditions for realizing the intellectual potential of citizens in the field
of scientific and scientific and technical activities;

- ensuring the free development of scientific and scientific-technical creativity;

- integration of the domestic sector of scientific research and scientific-technical
(experimental) development into the global scientific and European research areas
(The Law of Ukraine, 2015: article 45).

An additional example of the norm of national legislation of Ukraine, which correlates
with the issue of normalization of science education, is the Law of Ukraine “On extracurricular
education” (The Law of Ukraine, 2000: article 15). In this case, the emphasis is on the formation
of a number of competencies aimed at expanding the scientific worldview, preparation and
involvement in active research, experimental, design and inventive work, mastering modern
equipment and technologies, etc.

The next level of educational regulations, which cannot be bypassed during the analysis of
the regulatory system, are secondary regulations. Decree of the Cabinet of Ministers of Ukraine
dated November 3, 1993 No. 896 “On the State National Program “Education” (“Ukraine of
the 21% Century”)” emphasizes that one of the priority directions of education reform is the
achievement of a qualitatively new level in the study of basic academic subjects, including
mathematics and science, which can be achieved by:

- ensuring the development of education on the basis of new progressive concepts,
introduction into the modern educational process pedagogical technologies and
scientific and methodological achievements;

- harmonious integration of education and science, active use scientific potential
of higher educational institutions and research institutions, the latest theoretical
developments and achievements innovative teachers, public creative associations
in educational process (Resolution of the Cabinet of Ministers of Ukraine, 1991).

Analysis of the norms of the State National Program “Education” gives the right to
conclude that since the establishment of Ukraine’s independence, the basic educational legal
acts have already been filled with the idea of science education, including in the framework
of international cooperation (UNESCO, etc.). And the further development to deepen the
regulatory framework only cemented the need to implement European standards in education,
an example of which is the “Concept for the Development of Science and Mathematics
Education (STEM Education)”. The above-mentioned concept is a product of the process of
modernization of education to meet society’s demands for science-intensive education, and
the formation of competencies relevant to the labor market, and is based on the Resolution
of the UN General Assembly “Transforming our World: The 2030 Agenda for Sustainable
Development” (25.09.2015), Reports of the European Parliament “Encouraging STEAM
Studies for Labour Market” (2015), Incheon Declaration “Education 2030 of the World
Education Forum under the auspices of UNESCO (19-22.05.2015), program document of
the UNESCO International Bureau of Education “Exploring STEAM competences for the
21% century” (2019). Implementation of this Concept is planned for the period until 2027. The
main goal of the Concept is to promote the development of science and mathematics education
(STEM education) as the basis of the competitiveness and economic growth of our country, the
formation of the latest competences of citizens, the training of specialists of a new generation
capable of learning knowledge and the development and use of the latest technologies (Decree
of the Cabinet of Ministers of Ukraine, 2020).
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As part of the study of the national regulatory framework in the context of science
education, attention is also drawn to the “State standard of basic and complete general
secondary education” (Resolution of the Cabinet of Ministers of Ukraine, 2020) and “Standard
of specialized scientific direction education” (Order of the Ministry of Education of Ukraine,
2019).

The first of the above-mentioned standards ... is based on the principles of person-oriented,
competence-based and activity-based approaches, which are implemented in educational
fields and reflected in the effective components of the content of basic and full secondary
education” (Hotsuliak & Halchenko, 2016). The attention of the standard authors are drawn
to: competence in the field of natural sciences, engineering and technology, which involves
the formation of a scientific outlook; the ability and willingness to apply the appropriate set
of scientific knowledge and methodologies to explain the natural world; gaining experience in
researching nature and formulating evidentiary conclusions based on the information obtained;
understanding of changes caused by human activity; responsibility for the consequences of
such activities (Resolution of the Cabinet of Ministers of Ukraine, 2020: article 7). In addition
to this, requirements for learning outcomes are established, which include: knowledge of the
natural world by means of scientific research; processing, systematization and presentation of
information of natural content; awareness of the laws of nature, the role of natural sciences
and technology in human life; responsible behavior to ensure the sustainable development of
society; development of one’s own scientific thinking, gaining experience in solving problems
of natural content (individually and in cooperation with other persons) (Resolution of the
Cabinet of Ministers of Ukraine, 2020: article 16).

The second standard mentioned, no less significant in the perspective of the discourse
of science education, it determines the content of specialized scientific direction education
acquired at the levels of basic and specialized secondary education, the total volume of the
educational load of students of specialized educational institutions of a scientific profile,
additional requirements for their competences determined by state standards of general
secondary education and the results of research-oriented training (Order of the Ministry of
Education of Ukraine, 2019: article 1, section 1).

The standard specifies that the acquisition of specialized science education should ensure
the development of the research competence of the students in accordance with their interests
and study profile, the formation of values and personal qualities in them, which ensure a
research culture, academic integrity and readiness for research activities (Order of the Ministry
of Education of Ukraine, 2019: article 1, section 2). It is noted that the specialized scientific
direction education is focused on the formation of universal human values in students, as well
as demandingness to the quality of one’s own research, discipline and productivity in research
activities, responsibility for the results of one’s own research and their impact on the life and
health of people and the environment, courage in defending one’s own thoughts and views,
the ability to independently make rational decisions and put forward hypotheses, a tolerant
attitude towards criticism, other views and opinions (Order of the Ministry of Education of
Ukraine, 2019: article 2, section 2). Cross-cutting content lines that are implemented in this
kind of education are environmental safety and sustainable development, civic responsibility,
health and safety, entrepreneurship and financial literacy (Order of the Ministry of Education
of Ukraine, 2019: article 5, section 2).

The study of the provisions of the current educational legislation and secondary regulatory
legal acts makes it possible to assert that the legal field has already implemented the actualization
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of certain aspects of science education (without giving the definition of the concept itself),
namely: personally oriented and activity-based approaches to learning; emphasis on the
student’s independent activity; striving for practical application of the knowledge acquired
by the student; improvement of the student’s research activity and skills of independent
educational activity, as a task of individual educational branches: “We can assume that from
a legal point of view science education can be considered as a specification of the concept
of “differentiated education” on the basis of separately taken criteria, namely: independent
scientific activity of the student in the learning process; minimization of the teacher’s role in
the process of the student’s acquisition of knowledge” (Hotsuliak & Halchenko, 2016).

Therefore, the analysis of the main legislation, which contains norms that directly or
indirectly regulate the issue of science education development in Ukraine, makes it possible
to assert the existence of a basis for the future implementation of the paradigm of science
education, including through the implementation of European recommendations. Such
implementation of the recommendations of the European Union can theoretically be of a
complementary nature by making changes to the existing legislation with the aim of clarifying
or creating new, specific by-laws in the form of standards.

Conclusions

In the process of analyzing European recommendations in the field of science education
(“Science education for responsible citizenship”), the following conclusions were formulated.
The mentioned report is a complex multi-vector educational document that was created in
2015 by a group of European experts and is not mandatory. The main task is to identify six
key objectives and associated recommendations, which in combination, can help bring about
the systemic changes required to generate a sustainable effect across our societies and in our
communities: science education should be an essential component of a learning continuum
for all, from pre-school to active engaged citizenship; science education should focus on
competences with an emphasis on learning through science and shifting from STEM to
STEAM by linking science with other subjects and disciplines; the quality of teaching, from
induction through pre-service preparation and in-service professional development, should
be enhanced to improve the depth and quality of learning outcomes; collaboration between
formal, non-formal and informal educational providers, enterprise and civil society should be
enhanced to ensure relevant and meaningful engagement of all societal actors with science and
increase uptake of science studies and science-based careers to improve employability and
competitiveness; greater attention should be given to promoting Responsible Research and
Innovation (RRI) and enhancing public understanding of scientific findings and the capabilities
to discuss their benefits and consequences; emphasis should be placed on connecting innovation
and science education strategies, at local, regional, national, European and international levels,
taking into account societal needs and global developments (Science education for responsible
citizenship, 2015: 7).

In the course of the analysis of the existing normative and legal framework of Ukraine
in the field of education, the fact of the imperative of the scientific direction of Ukrainian
education was established: the norms of the current legislation emphasize the need for a
scientific approach and the application of existing effective European methodologies of
science education within the framework of the integration of Ukraine into the European
Union. Based on the above, it is possible to conclude about the normative readiness of the
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national educational legislation for the implementation of the standards of science education,
the absence of normative contradictions in this area, and the existence of a basic foundation.
At the same time, attention was drawn to the fact that the norms of current legislation in the
field of education do not have details regarding the implementation of such European practice,
which makes it possible to implement projects in the field of educational norm-making by
creating new subordinate legal acts, as well as making changes to existing legislation.
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Introduction

A comprehensive overview of the phenomenon of corruption gives grounds for including
it among the cross-cutting social problems: existing in society, it permeates various spheres of
life, deforms human relations and social values, and is a background for criminal offenses. The
general negative effect of the influence of corruption is sometimes defined as the corrosion of
power, which destroys the state apparatus and erodes the moral foundations of society. Just as
for a metal, corrosion fatigue means a decrease in its endurance limit, for a society, fatigue from
corruption means a decrease in its resistance. In addition, corruption is able to stimulate the
emergence of a purely political phenomenon of erosion of power — a phenomenon that occurs in
conditions of loss of effectiveness and a decrease in the rationality of political decisions.

With the adoption of a number of anti-corruption laws in October 2014, the most extensive
and systematic reform of anti-corruption legislation was carried out in Ukraine.

The lack of political will regarding the implementation of the possibilities of anti-corruption
legislation leads to the fact that the reboot of the corruption prevention system took place only
at the legislative level, that is, on paper. As a result, changes expected from the anti-corruption
reform regarding the reduction of corruption manifestations, the establishment of standards of
virtuous behavior in the activities of representatives of government structures and business,
the minimization of corruption risks in their activities, and the increase of transparency and
accountability as authorities as a whole, as well as individual officials in front of the society
the in vast majority does not find its real embodiment. A general analysis of the system of
prevention of corruption in Ukraine allows us to come to the conclusion that currently, the
authorities do not demonstrate a determination to build a sustainable and effective system of
prevention of corruption. Many reforms have been initiated that have not been brought to their
logical conclusion. There is no clear sequence and prioritization of both the legislative changes
themselves and their implementation.

Literature review

The scientific and theoretical basis of the research is the works of Yu. Baskakov, V. Gavrilyuk,
K. Tarasenko, etc.

Research methodology. The theory of collective actions is a collection of concepts on the
border of political economy, sociology, and political science. In political science, according to M.
Olson’s concept, the political nature of public movements, electoral behavior, and participation
in interest groups are explained. Collective actions are the actions of subjects to ensure public
goods.

The components of the theory are political influence on decisions, the use of power resources
for the formation of electoral incentives, political decisions regarding communication, collective
actions in network structures, socialization and participation in collective actions, and centralized
organization of collective actions (Heyneman, 2015).

The component is the theory of revolutionary changes using the theory of rational choice,
and the role of electoral incentives in making decisions about participation. These are aspects
of the theory of collective actions through the mobilization of movement resources and social
solidarity.

Public participation is the participation of civil society structures in the preparation, adoption
and control of the implementation of official decisions. For implementation, the level of culture
of the participants is necessary: readiness of the authorities (knowledge of the possibilities of civil
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society structures, of intersectoral interaction and social partnership); readiness of civil society
structures (trust in authorities, reports on social partnership, level of project culture) (Olken &
Pande, 2012).

Systemic efforts are needed to fight corruption, that is, concerted actions of all layers of society,
all 3 sectors: government, business and public organizations (NGOs). Because corruption is an
international problem, coordination and agreement at the international level is possible. These
agreed, coordinated measures should be aimed primarily at eliminating the causes and conditions
of corruption and, in addition, at mitigating its consequences (Political Corruption, 2014).

The legal basis of the research is the Constitution of Ukraine, the Criminal Code of Ukraine,
the Criminal Procedural Code of Ukraine, the Law of Ukraine “On Prevention of Corruption”,
the Law of Ukraine “On Public Service”, the Law of Ukraine “On the Basics of State Anti-
Corruption Policy in Ukraine (Anti-Corruption Strategy) for 2014-2017”, the Law of Ukraine
“On the National Anti-Corruption Bureau of Ukraine”, the Decree of the President of Ukraine
“On the National Anti-Corruption Strategy for 2011-2015”, the Decree of the President of
Ukraine “On the National Council on Anti-Corruption Policy” and other legal acts.'

Analytical data and reports of NABU, GRECO, Transparency International, and the Ministry
of Justice of Ukraine make up the empirical base of the research.’

The issue of combating corruption has become particularly relevant for our country. The
results of numerous studies indicate that almost all social management systems in our country
are affected by corruption to a greater or lesser extent (often, unfortunately, to a greater extent).
The extent of the threat posed to the development of society by this array of offenses determines
the level of attention to this problem on the part of state authoritics, as well as the general public.
Without its resolution, it is impossible to talk about approaching the declared in Art. 1 of the
Constitution of Ukraine of the social ideal — the legal state. Currently, the most important aspects
of the strategy and tactics of the fight against corruption are being widely discussed. Legislative
acts are being adopted, the norms of which are designed to improve the situation, work on the
creation of specialized anti-corruption bodies, etc., has finally begun. For today’s Ukraine, this
acquires a special, truly fateful significance, since in the conditions of an undeclared war, which
is being waged against our state; our defense capability depends to a decisive extent on the
help from the world and European community, friendly countries. The nature and scope of this
assistance will depend on the consistent implementation of reforms and the effectiveness of the
national anti-corruption policy.

Researchers analyze the anti-corruption activities of civil society. The activities of NGOs and
other structures of civil society within the framework of anti-corruption strategies and directions
aim at preventing corruption (eliminating its causes). With regard to civil society, these reasons
are formulated as the underdevelopment of civil society institutions, the weakness of democratic
traditions, and the prevailing subject type of political culture.

Civil society structures, primarily NGOs, are developing quite quickly; the number of
projects they implement is increasing. The time has come when it is necessary to move from
separate projects carried out by individual NGOs to an agreed coordinated program of joint
actions of NGOs. At the same time, it is necessary to form a body that would coordinate the
actions of NGOs for the implementation of the program, for example, a network of NGOs and
a coordinating council of such a network. It is also necessary to provide such a body with a tool
that would make it possible to coordinate the actions of public organizations. An information

! http://iportal.council_gov.ua/print /8004.html.
2 http://www.coe.int/
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resource in the form of an Internet site, which will be used to exchange information, coordinate
interests, and coordinate activities, naturally acts as such a tool.

Researchers determine anti-corruption strategies (directions of NGO activity): the rule of
law: public legislative expertise and monitoring of legislation; legal assistance and protection;
introduction of new institutions: regional ombudsman; secondly, awareness strategy: analysis
of the situation and development of recommendations to authorities and civil society structures
related to anti-corruption policy; creation of new institutions: centers of civic opinion, centers
of public policy; building anti-corruption networks and NGO coalitions; control over access
to information; support of independent mass media; third, prevention strategy: pressure on
the government to ensure its transparency (transparent budget, transparent election process,
transparent procedures); participation of NGOs in the process of preparation, adoption and
control of the implementation of official decisions; implementation of codes of corporate ethics
for NGOs, businessmen and authorities (Shveda & Park, 2016).

Researchers distinguish types of corruption acts (there are corresponding articles in the
criminal law): abuse of power or official position, excess of power or official authority, committed
to satisfy selfish interests; theft of property (regardless of the form) using a position; illegal
receipt of benefits, benefits and advantages and their use; bribery; illegal interference with the
use of official position in the activities of bodies, individuals and legal entities with the aim of
preventing them from fulfilling their powers or demanding the adoption of an illegal decision;
use of information obtained by using the official position for selfish interests, unjustified refusal
or untimely or unreliable provision of such information; providing unjustified advantages to
individuals or legal entities through the preparation and adoption of normative legal acts or
management decisions; patronage for selfish interests in the appointment of a person who has no
advantages over other candidates in terms of professional qualities.

Corruption acts for which there are no corresponding articles in the criminal law are
distinguished: providing benefits for one’s corrupt group with the diversion of public resources
for these purposes; the use by officials and civil servants of proxy persons and relatives in
commercial structures; bureaucratic racketeering, expressed in the extortion of funds from
commercial structures for their “transfer” to other business organizations, political parties;
lobbying for the adoption of normative acts in the interests of interested persons (groups); abuse
of official position (not criminally punishable in the process of privatization, leasing, licensing
or quotas).

Corruption acts: “state capture” — proactive attempts by entrepreneurs to influence the
decisions of authorities at various levels and in various industries; “capture of business” —
establishment of illegal control over business by officials; conflict of interest — public officials or
their closest relatives have a financial interest in the cases on which decisions are made by these
officials or in the information they receive in the course of performing official duties.

With the adoption of a number of anti-corruption laws in October 2014, the most extensive
and systematic reform of anti-corruption legislation was carried out in Ukraine.

Changes in the legislative field related to the regulation of key sectors of anti-corruption
activity in the state: formation and monitoring of the state anti-corruption policy; preventive anti-
corruption activity; prosecution for corruption.

In April 2015, the Government approved the “State program for the implementation of the
principles of state anti-corruption policy in Ukraine” (Anti-corruption strategy) for 2015-2017.
The legislation eliminates a certain dualism of state bodies responsible for anti-corruption policy
that existed in 2014.
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Among other things, the position of the Government Commissioner for Anti-corruption Policy
is abolished and the activities of two independent anti-corruption institutions responsible for
various aspects of the formation and implementation of state anti-corruption policy are launched:
the National Agency for the Prevention of Corruption (NACP) is central of the executive power
body with a special status that provides formation and implementation of state anti-corruption
policy; The National Anti-Corruption Bureau of Ukraine (NABU) is a state law enforcement
agency, which is entrusted with combating criminal corruption and other offenses, including
those committed by high — ranking officials authorized to perform the functions of the state or
local self — government, and pose a threat to national security.

Also, the activity of a consultative and advisory body under the President of Ukraine
begins: the National Council on Anti-corruption Policy (National Council ) — implementation of
systematic monitoring of the state of prevention and countermeasures of corruption in Ukraine,
the effectiveness and implementation of the anti-corruption strategy, measures taken to prevent
and combat corruption, and the President’s proposals for improvement coordination by the same
entities that implement measures in the spheres of prevention and combating corruption. The
composition of the Council, as recommended by GRECO, should be formed on the basis of
parity between the authorities and non-governmental organizations.

The following institutions participate in the formation and implementation of state policy:
The Verkhovna Rada of Ukraine — by approving and adjusting the anti-corruption strategy,
holding annual parliamentary hearings on anti-corruption policy, approving the annual report on
the state of affairs with corruption; The Cabinet of Ministers of Ukraine — through the approval
of the state program for the implementation of the anti-corruption strategy, its adjustment based
on the results of the parliamentary hearings on the state of affairs with corruption, approval of the
project of the national report on the state of affairs with corruption.

Thus, sufficient legislative prerequisites have been created in Ukraine for the development of
an effective state mechanism for preventing and combating corruption.

Measures of anti-corruption policy are determination at the legislative level of the principles
of organization and activities of a specially authorized body for the prevention of corruption,
which is responsible, in particular, for a set of measures for the formation and implementation of
anti-corruption policy.

The specified body must have guarantees of independent activity with the provision of
broad participation in it by representatives of civil society, and it must be entrusted with, in
particular, the following functions: preparing an annual report on the state of implementation
of the Anti-corruption Strategy and a draft report on the implementation of the principles of
anti-corruption policy; analysis of the state of corruption cases, preparation of proposals for
regulatory, organizational, personnel measures; monitoring and coordination of anti-corruption
program implementation; control over compliance with the legislation on conflict of interests and
declaration of property, income, expenses and obligations of a financial nature; involvement of the
public in the formation, implementation and monitoring of anti-corruption policy; disseminating
information about corruption, carrying out measures to form a world view of the rejection of
corruption;

Researchers identify forms of community participation (more than 20), for example, public
legislative examination (independent examination by members of the public of adopted and
normative acts, proposals for changes, adoption of normative acts), public hearings (discussion
by members of the public of current problems with the invitation of representatives of authorities,
discussion of draft laws).
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The authorities need political will to fight corruption, legislative support for this fight and
strict implementation of the adopted legislative acts, in addition to this, the authorities need to
be transparent to society, allow for the possibility of public participation and interact with NGOs
and business as partners.

Civil society structures (NGOs and entrepreneurs) is to implement public participation in the
process of preparation, discussion, adoption and control of the implementation of government
decisions.

Civil society should participate in the fight; actions should be integrated into long-term
programs with clearly defined goals in terms of changing legislation and turning these changes
into reality; the result should be placed above political declarations dictated by the situation (for
example, a visit by a delegation of a large potential donor or lender).

Government transparency is its openness, comprehensibility and the possibility of
influencing it. Openness means access (first of all, to information about the activities of the
government, about the procedures for making and implementing government decisions, to the
decisions themselves; and access to the premises where the authorities are located). Clarity is
what is accessible (procedures, solutions) and can be understood. The possibility of influence is
the possibility of using and changing what is accessible and what has become clear (authority
procedures, information, decisions).

Researchers single out theories of corruption. As studies have shown, in most cases, abuse
of an official position is connected with the exercise of the right to make a decision in a situation
where there are several options (alternatives) for solving a problem. For example, several people
apply for one vacant seat, one deputy mandate; several enterprises apply for one state order, the
right to lease one natural object (forest fund plot) or property.

The elements of the corruption process in the theory of corruption are the interaction of the
main elements (public resources, rules for the distribution of public resources, candidates for
public resources, NGOs) when corruption occurs and countering.

Researchers single out legislative measures. Limitation of the conditions that contributed to
the penetration of criminal elements into the legislative power, influence on the adoption of laws
(the strategy of termination — the rule of law): it is planned to introduce changes in the electoral
legislation, to adopt a law on lobbying, to introduce changes in the legislation on the status of
deputies and in the regulations.

Creation of conditions to ensure the structure, transparency, and control of executive authorities
(prevention strategy-effective management): it is envisaged by law to ensure informational
transparency of the decision-making process of executive authorities, to introduce mechanisms
of public influence on the activities of departments, to adopt a law on executive authorities.

Limitation of conditions for the arbitrary activity of bodies and officials of the executive
power (prevention strategy): amendments to the Administrative Code concerning the procedures
for preparation and adoption of administrative decisions are envisaged; establishing a legislative
framework for narrowing the scope of application of the permission principle; elimination of
opportunities for officials to choose between several sanctions provided for the same offense;
prohibition of direct imposition of measures of administrative responsibility by controlling
authorities (in particular, fire authorities); restrictions on the issuance of bylaws.

The researchers propose a change in the principles of public service (prevention strategy —
effective management): it is supposed to clearly define the procedure for solving “conflict of
interests”; to introduce mechanisms that guarantee the transparency of the dynamics of the
property situation of civil servants; establish social guarantees for each category of civil servants.
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Creation of conditions for effective control over the allocation and expenditure of budget
funds (prevention strategy — effective management): implementation of the maximum
differentiated budget classification is envisaged.

Streamlining the system of “checks and balances™ (prevention strategy) it is planned to
introduce the Institute of Parliamentary Investigations (Alemann, 2004).

Strengthening of judicial power. Ensuring accessible and effective justice (rule of law
strategy). Adoption of the law on responsibility for the legalization of criminal proceeds
(stopping strategy rule of law). Legislative regulation of control over the dynamics of
the property status of deputies and officials: introducing changes in the legislation that
oblige deputies and officials to declare their income and property. Researchers single out
organizational and political measures. Decommercialization of state and municipal activities.
Elimination of sectoral and inter-sectoral departments of the apparatus of government, which
duplicate functions, reduce transparency (prevention strategy). Measures to streamline the
public finance system (prevention strategy): it is proposed to adopt real budgets; reduce cash
turnover, introduce electronic means of payments; to observe the principle of open tenders
for state contracts and purchases; and deploy the treasury system of budget execution.
Demarcation of controlling state, municipal bodies and service bodies. Improvement of the
law enforcement system: it is proposed to eliminate duplication of functions and powers of
various special services; strengthen the specialization of law enforcement agencies; increase
the salary of their employees (prevention strategy). Creation of a permanent independent body
for the prevention of corruption (the strategy of termination is the rule of law): The intended
functions of this body are coordination and control over the implementation of state policy;
development of draft laws and examination of normative legal acts to minimize the possibility
of corruption (Alemann, 2004).

Development of departmental anti-corruption programs with mandatory presentation of
them for public discussion (awareness strategy).

Involvement of civil society institutions in anti-corruption activities, ensuring transparency
in public administration (prevention-effective management strategy): the creation of a
supervisory board is expected; development of a dialogue between the government, business,
and NGOs to discuss anti-corruption activities; supporting the practice of social participation;
inclusion of NGOs in the process of creating local departmental “islands of incorruptibility”.

Promotion of examples of successful anti-corruption programs in other countries. Formation
of the anti-corruption worldview of citizens: it is planned to carry out an agitation campaign, a
campaign for public participation; and ensure maximum transparency in the implementation of
anti-corruption policy. State support in the creation of a network of NGOs, which are involved
in anti-corruption activities. Involvement of the mass media in the formation of an anti-
corruption worldview and popularization of anti-corruption activities (awareness strategy).

Involvement of the private sector (through associations of small and medium-sized
businesses, sectoral unions of entrepreneurs) to participate in separate anti-corruption
programs in the anti-corruption state policy (prevention strategy): implementation of business
ethics codes is envisaged.

Using the Internet to inform about the activities of authorities, ensure access to information,
involve citizens in the process of discussing draft decisions and monitoring their implementation
(awareness strategy).

Government transparency is a condition for participation. There is no public participation
without transparency. However, the presence of transparency only guarantees the possibility of
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public participation, but does not guarantee its existence. It is also necessary that the structures
of civil society are interested in it. That is, motivation is necessary. However, the motivation
of civil society structures is weak. The reason for this behavior lies in the weakness of civil
society institutions, the absence of democratic traditions and, most importantly, the subject
type of political culture, when people rely not on themselves, but on a good ruler, when there
is no initiative and responsibility. To change the situation, it is necessary to change the type
of political culture through the development of civil society structures, the involvement of
citizens in the activities of public organizations that carry out anti-corruption activities.

The fight against corruption in Ukraine is becoming the subject of closer attention in
the West. Corruption has long been the “Achilles heel” of Ukraine, while at the same time,
the country has made little progress, slowly rising according to Transparency’s Corruption
Perception Index International from 142™ place in the world in 2014 to 122" in 2021. Despite
this, critics say some investigations have not targeted truly corrupt individuals, but instead
focused on businessmen who joined the government to help revive Ukraine’s economy after
the 2014 revolution. At stake is the question of what kind of economy Ukraine will become
after the war — and whether talented people will risk working for the state again,” the authors
of the article emphasize.

At the same time, it is emphasized critics of anti-corruption bodies recognize that some
businessmen walk a fine line between taking the initiative and abusing their official position.?

Knowledge of the processes of development of state policy is extremely necessary for
building effective relations with the government, because the possession of knowledge
allows, firstly, to identify key subjects (persons, institutions) in the processes of formation and
implementation of a political course on an issue of interest, and, secondly, to choose the most
adequate forms and methods of lobbying subjects to achieve their goals.

The formation and implementation of an effective state anti-corruption policy require
taking into account a significant number of well-known factors: historical, mental, cultural,
economic, and behavioral. Researchers of anti-corruption policy offer a variety of anti-
corruption effectiveness and state measures aimed at reducing corruption. These include
bringing the regulatory framework (including election legislation) into line with the best anti-
corruption practices in the world; involvement of the general public ( including institutions and
civil society ) in anti-corruption measures; and reforming the civil service system to increase
the level of integrity and efficiency. Attempts to justify miscalculations in politics and the fight
against corruption by referring to an unfavorable political regime or the ineffectiveness of
legislation are often groundless, because one can find many examples when states with similar
results. In the current conditions, they fight against corruption with varying degrees of success.

The National Anti-Corruption Bureau of Ukraine was created on the basis of the adoption
of the Law of Ukraine “On the National Anti-Corruption Bureau of Ukraine” on October
14, 2014. During its passage in the Verkhovna Rada of Ukraine as a draft law, it was called
the Draft Law of Ukraine “On the System of Specially Authorized Subjects in the Fields of
Combating Corruption”. This Law entered into force on June 25, 2015.

The next step in the institutionalization and analysis of the anti-corruption mechanism and
effective actions was the creation of the National Agency for the Prevention of Corruption
(NAZK), the central body of the executive power of Ukraine with a special status that ensures
the formation and implementation of the state anti-corruption policy.

> The Guardian, 19, 2023. Ukraine open for business.
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In accordance with the Law of Ukraine “On Amendments to Certain Legislative Acts in
Ukraine on Ensuring the Activities of the National Anti-Corruption Bureau of Ukraine and
the National Agency for the Prevention of Corruption” “No. 198- VIII dated February 12,
2015, amended the Law of Ukraine “On the Prosecutor’s Office”, which enters into force on
April 26, 2015. In accordance with the above-mentioned Law, a Specialized Anti-Corruption
Prosecutor’s Office is established in the General Prosecutor’s Office of Ukraine (with the rights
of a structural subdivision).

According to Transparency International’s Corruption Perception Index (CPI) measurement
results in 2015, Ukraine’s CPI index is 27 points out of a possible 100, which is only 1 point
more than last year. In the world ranking, Ukraine occupies 130th place out of 168 positions.
Last year, the country was in 142" place out of 175 positions. Business representatives who
faced corruption during the last year and a half identified the following state bodies as the most
corrupt: the tax service (25%); Land Resources Agency (7.1%); State Automobile Inspection
(5.1%); customs (4%); city executive committees (1.4%) (Annual Report, 2012).

Despite significant progress in reforming anti-corruption legislation, no other significant
reforms in the field of anti-corruption policy have taken place. One of the main reasons for the
failure of the authorities in the fight against corruption is the lack of real political will of the key
players to initiate deep transformations, primarily in areas related to political, economic and
other interests of close people. Successes in the adoption of new anti-corruption legislation are
the result not of the political will of the authorities, but of the birth of a new, no less influential
subject of political will — civil society. The key bearers of political will — the President of
Ukraine, factions of political forces in the Verkhovna Rada of Ukraine, and the Cabinet of
Ministers of Ukraine must convincingly prove the presence of political will for reforms in
anti-corruption and other areas.

Based on the above, it can be concluded that anti-corruption changes in Ukraine
require: ensure the principle of independence in the work of anti-corruption bodies and make
their political dependence on the ruling elite impossible; to establish the effective work of
the National Agency for the Prevention of Corruption, the National Anti-Corruption Bureau
and the Specialized Anti-Corruption Prosecutor’s Office with mandatory public information
on the results of their activities; implement the system of electronic declaration and public
procurement; to carry out the reform of the judicial system, to form an honest and incorruptible
judiciary that will act in accordance with the principle of the rule of law; legislate the need
to conduct a polygraphic examination when competing for key positions in the civil service,
when being promoted, etc., which will make it impossible for a person who has committed or
has a tendency to commit illegal acts to occupy a responsible position; creation of information
products, educational programs that tell about the negative consequences of corrupt acts,
their introduction into the information space at different levels; creation of conditions for the
involvement of non-governmental organizations in the monitoring of the activities of state
administration bodies, training of personnel, development of methodology and development
of skills for the prevention of corruption.

Conclusions

It has been proven that the fight against corruption is an important challenge for Ukrainian
society. The new anti-corruption regulatory framework and our country’s cooperation in this
direction with international bodies and organizations actualize the improvement of the quality
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and scientific support of the announced anti-corruption policy. The scientific-theoretical
foundations of anti-corruption in Ukraine, which as a whole are a complex result of research
into the specified problem in the areas of social and, in particular, legal science, are not fully
Both worlds respond to the needs of the moment and, therefore, need further qualitative and
quantitative improvement.

It is substantiated that one of the central problems facing political science, both general
theoretical and sectoral, is the formation of a conceptual and categorical apparatus. The
analysis of the literature indicates the existence of a unified understanding of the concept and
definition of the content of corruption, which is evidenced by the fact that researchers use quite
a few of them essentially categorical “binding”, is also a growing awareness of additional
definitions of the concept of corruption.

It was determined that one of the ways to improve the content of the concept of corruption
is the use of different conceptual approaches to its understanding. At the same time, the basis of
the formation of the methodology is the analysis of the essence of the indicated phenomenon in
the political, socio-economic, and legal spheres. Accordingly, we determine the existence of a
political, socio-economic, and legal approach to understanding the phenomenon of corruption,
as well as its so-called broad and narrow vision. Define certain positions of the scientific
perception of the phenomenon: as a form of official abuse; as a type of organized crime;
through the prism of constituent elements of a corrupt act, through the prism of the target
setting of the subject.
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